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Preface

The National Defense Authorization Act (NDAA) for Fiscal Year 2017, Section 1276, requires
an independent assessment directed by the Chairman of the Joint Chiefs of Staff to report
on the “impact to United States national security interests of the proliferation of remotely
piloted aircraft that are assessed to be ‘Category I’ items under the Missile Technology Control
Regime” (Pub. L. No. 114-328, 2016). The NDAA requires this evaluation, in the form of a
report, to be delivered to the congressional defense committees. The NDAA requires several
specific assessments, including the threat posed to the United States, impact on allies and part-
ners, and the benefits and risks of continuing to limit the export of these aircraft. To respond
to the NDAA, RAND Corporation researchers conducted literature reviews, collected and
analyzed publicly available and classified data and information, and conducted interviews with
subject-matter experts.

This research was sponsored by the Office of the Chairman of the Joint Chiefs of Staff
Directorate for Intelligence and conducted within the Cyber and Intelligence Policy Center
of the RAND National Defense Research Institute, a federally funded research and develop-
ment center sponsored by the Office of the Secretary of Defense, the Joint Staff, the Unified
Combatant Commands, the Navy, the Marine Corps, the defense agencies, and the defense
Intelligence Community.

For more information on the RAND Cyber and Intelligence Policy Center, see
www.rand.org/nsrd/ndri/centers/intel or contact the director (contact information is provided

on the webpage).
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Summary

Section 1276 of the National Defense Authorization Act (NDAA) for Fiscal Year 2017 requires
an independent assessment, directed by the Chairman of the Joint Chiefs of Staff, of the
impact that certain remotely piloted aircraft (RPA) governed by the Missile Technology Con-
trol Regime (MTCR) have on U.S. national security interests (Pub. L. No. 114-328, 2016).
The NDAA requires that this evaluation, in the form of a report, be delivered to the congres-
sional defense committees. The congressional language specifically requires that the assessment
include evaluation in six areas:

(1) A qualitative and quantitative assessment of the scope and scale of the proliferation of
remotely piloted aircraft that are “Category I” items under the Missile Technology Control
Regime. (2) An assessment of the threat posed to United States interests as a result of the
proliferation of such aircraft to adversaries. (3) An assessment of the impact of the prolif-
eration of such aircraft on the combat capabilities of and interoperability with allies and
partners of the United States. (4) An analysis of the degree to which the United States has
limited the proliferation of such aircraft as a result of the application of a “strong presump-
tion of denial” for exports of such aircraft. (5) An assessment of the benefits and risks of
continuing to limit exports of such aircraft. (6) Such other matters as the Chairman consid-

ers appropriate. (Pub. L. No. 114-328, 2016)

To respond to the NDAA, at the request of the Joint Chiefs of Staff, RAND Corpora-
tion researchers conducted literature reviews, collected and analyzed publicly available and
classified data and information, and met with subject-matter experts to consider their expert
feedback. This report contains the results of our findings and assessment. It provides the assess-
ments with respect to category I items (subject to a strong presumption of denial for export)
as the NDAA requires and, as discussed in the next section, includes an assessment of a subset
of category II items (exportable subject to certain licensing requirements and legislated guide-
lines) where the implications of the proliferation of such items have particular relevance to the

first three requests of the NDAA study.!

Remotely Piloted Aircraft and the Missile Technology Control Regime

This report applies to unmanned or uninhabited aircraft. These vehicles have various designa-
tions throughout the U.S. government and industry, including RPA, unmanned aerial vehi-

! The next section provides more detail on MTCR categories I and 11.
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cles (UAV5), and unmanned aircraft. The MTCR defines UAVs differently to include not only
unmanned or uninhabited aircraft but also reconnaissance drones, target drones, and cruise
missiles. To avoid misinterpretation, we use the most common term, UAV, rather than RPA, to
refer to unmanned or uninhabited aircraft, which are the subject of this report.2 The selection

and use of the term UAV have no effect on any of the assessments or findings in this report.
The MTCR was formed in 1987 as

an informal and voluntary association of [35] countries which share the goals of non-
proliferation of unmanned delivery systems capable of delivering weapons of mass destruc-
tion (other than manned aircraft), and which seek to coordinate national export licensing
efforts aimed at preventing their proliferation. (MTCR, 2010, p. ii)

The MTCR export-control list has two categories of items:

* Category I items include any complete rocket or UAV capable of delivering a payload
of at least 500 kg to a range of at least 300 km, its major complete subsystems, related
software and technology, and specially designed production facilities for these items. Cat-
egory I items are subject to a “strong presumption of denial” and are approved for export
on rare occasions only (MTCR, undated [b]).

* Category II items include other less sensitive and dual-use components, as well as com-
plete systems capable of a range of at least 300 km, regardless of payload. Their export is
less restrictive than category I systems but are subject to licensing requirements, taking
into consideration the nonproliferation factors specified in the MTCR guidelines (MTCR,
undated [b]).

Informed by our early findings, we extended the types of UAVs to consider in this assess-
ment beyond category I aircraft as the NDAA requests. For the assessment of the NDAA eval-
uation areas 1-3, we include a subset of somewhat smaller UAVs that we call near—category I.
Although technically category II items, these systems have a payload capacity of between 300
and 500 kg (and a range greater than 300 km), perform many of the missions that category I
systems do, and are significantly less expensive. Moreover, as sensors and even weapons become
more miniaturized, the relative capabilities, and therefore importance, of near—category I plat-
forms can be expected to grow and become an increasingly relevant threat. The inclusion
of near—category I systems in the assessments is not meant to expand the definitions in the
MTCR but rather to highlight that UAVs with payloads smaller than 500 kg can perform mis-
sions that are similar to those of many category I UAVs, as shown in Table S.1, so an assessment
is needed of their proliferation, the threats they pose to the United States, and their impact on
the capabilities of allies and partners of the United States. We use the term /arge UAV to refer
to the combination of category I and near—category I systems.

2 Although RPA is a proper description of unmanned aircraft, it can have the connotation that a pilot is remotely flying
the aircraft. Some UAVs can fly autonomously with minimal to no input from the controller.
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Table S.1
Estimated Impacts of Missile Technology Control Regime Category | Export Controls

Somewhat Somewhat
Impact Positive Neutral Negative

Security Protection of U.S. Threat to U.S. Interoperability;
technology forces operational
expertise
Economic Cost to U.S. Future
customers opportunities
Political \aN@QTTel [ il  Misuse of UAVs Global International

proliferation motivation to
develop UAVs

Assessment of Scope and Scale of the Proliferation of Unmanned Aerial
Vehicles

For the purposes of this study, we assessed proliferation by measuring how many nations oper-
ate large UAVs, regardless of how many they have. Proliferation can occur through any of three
principal methods: importing a complete system, converting an available system, or acquiring
the capability to develop and manufacture large UAVs indigenously. Only about a dozen coun-
tries currently operate category I UAVs, which might be due to MTCR restrictions, mission
needs, or unit cost. However, manufacturers have been skirting the limits of the MTCR by
exporting long-range vehicles with payloads between 300 and 500 kg. These near—category I
vehicles are quickly proliferating.

Figure S.1 captures the scope of category I and II UAV proliferation, while Figure S.2
illustrates their global spread. Approximately ten nations currently operate category I UAVs,
while more than 15 nations operate near—category I UAVs. A small handful of countries have
been responsible for the majority of large-UAV exports in recent years. Specifically, Israel and
the United States have been the leading UAV exporters for many years, with the United States
believed to be the sole exporter of category I UAV systems until 2015. Recently, China has
become a significant exporter of near—category I UAVs, with the prospect of becoming a major
exporter of category I systems in the near future. Other new exporters, such as the United
Arab Emirates (UAE), are also expected to become major players, with the UAE already having
exported category I Yabhon United 40 (Smart Eye 2) UAVs to Russia and claiming that it has
received a large number of orders for the United 40 from unnamed recipients. We assess, based
on current reporting, that the proliferation of large UAVs is accelerating. For example, China
has agreed to set up a UAV manufacturing plant in Saudi Arabia for up to 300 new UAVs
(possibly both category I and near—category I). China and the UAE are not only marketing
large UAVs (including category I) but also offering to build factories for coproduction. These
regional factories could further exacerbate the proliferation of large UAVs to the degree that
these systems are exported to other nations.
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Figure S.1
Scope of the Proliferation of Unmanned Aerial Vehicles
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SOURCES: “All the World's Aircraft: Unmanned,” undated; “Elbit Hermes 900 (Kochav) Medium Altitude, Long
Endurance (MALE) Unmanned Aerial Vehicle (UAV),” 2017; Lappin, 2017; Piaggio Aerospace, undated; “Heron TP
(Eitan) MALE UAV,” undated; “Chang Hong-5 (CH-5) Combat and Reconnaissance Drone,” undated; Aeronautics,
undated.

NOTE: The figure shows UAVs with ranges greater than 300 km at these payload weights.
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Figure S.2
Global Proliferation of Large Unmanned Aerial Vehicles
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(MALE) Unmanned Aerial Vehicle (UAV),” 2017; “Heron TP (Eitan) MALE UAV,” undated; “Chang Hong-5 (CH-5)
Combat and Reconnaissance Drone,” undated; Lappin, 2017; Piaggio Aerospace, undated; Aeronautics, undated.
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The Threat That Proliferation of Large Unmanned Aerial Vehicles Poses to
U.S. Interests

Regardless of U.S. or global policies concerning the export of UAVs of various sizes, we see
these systems posing an incremental but growing threat to U.S. and allied military operations.
Major potential adversaries—China, Russia, and Iran—recognize the utility of this capability
and are producing many types of UAVs, including category I systems, for their armed forces
(Lin and Singer, 2017a). Proliferation of these UAVs to potential adversary nations would, to
some extent, complicate U.S. operations involving these nations. Given the continuing evolu-
tion and proliferation of both small and large UAVs, it is likely that, in future conflicts, U.S.
forces will have to cope with adversaries equipped with different types and sizes of UAVs, both
armed and unarmed.

The primary threat from current category I (and near—category I) UAV systems is their
ability to conduct intelligence, surveillance, and reconnaissance (ISR) operations against U.S.
forces prior to hostilities. Adversaries that would otherwise have difficulty detecting U.S. force
deployments, monitoring U.S. operations, and maintaining targeting data on U.S. units can
employ UAVs to maintain situational awareness of U.S. capabilities. Although near—category I
(and some smaller) UAV systems can perform this function, the larger payload of the category I
systems enables larger, more-capable sensors that further increase the reach and endurance of
UAVs conducting ISR. This capability is especially useful in monitoring ongoing force deploy-
ments in areas adjacent to coastlines or borders, where standoff surveillance is possible, and in
the maritime domain. Additionally, for weaponized UAVs, the larger category I has a larger
weapon capacity and could therefore have more-lethal effects.

During hostilities, battlefield surveillance, targeting, electronic warfare (e.g., jamming),
and lethal engagement are all potential threats from UAVs. Large UAVs represent less of a
threat in this environment, however, because their relatively large sizes and signatures and lim-
ited maneuverability make them vulnerable to even modest air defenses.*

The Impact That the Proliferation of Unmanned Aerial Vehicles Has on the
Combat Capabilities of and Interoperability with U.S. Allies and Partners

Most exports of U.S.-manufactured UAV systems have been to countries that are signatories
to the MTCR agreement. The only nations to receive U.S. category I or near—category I UAV
systems have been U.S. allies and partners. Some U.S. partners, such as Jordan, the UAE,
and Saudi Arabia, were denied requests to purchase armed UAVs from the United States and
have turned to China to purchase these systems (see, for example, Page and Sonne, 2017, and
Scarborough, 2015). Some allies are also seeking foreign UAVs to avoid some of the operational
conditions that are imposed when purchasing U.S. systems. In general, the proliferation of
UAVs to U.S. allies and partners does provide them with additional capabilities.

3 Our threat assessment is based mostly on U.S. capabilities and operational concepts; we assume that an opponent would
use UAVs in the same general way as U.S. forces would (albeit with less effectiveness).

4 This assessment does not consider more-advanced military UAVs (e.g., those with stealth capabilities) because they are
not currently available for export and we do not have any information indicating that they will be exported in the future.
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There are many advantages of allowing U.S. UAV manufacturers to sell UAVs to U.S.
allies and partners. UAVs are valuable assets in achieving a variety of strategic, operational, and
tactical objectives, including ISR missions and kinetic-strike operations. Close coordination
and the ability to share UAV operations load is important for the United States in joint opera-
tions. This includes having the ability to control air vehicles and their subsystems, as well as
the ingestion and integration of data. Tactical and operational interoperability is critical. UAVs
have become the predominant tactical collection platform across all levels of command. This
necessitates coordinating, sharing information to and from, and integrating UAVs into theater
operations (Office of the Secretary of Defense, 2005).

If more allies and partners operate UAVs that are not interoperable with U.S. systems,
combined warfighting will become less efficient. Overall, given proliferation and interoper-
ability issues, we conclude that it is more beneficial to allow the sales of category I (and near—
category I) UAVs to allies and partners. We determined that, although some risks are associated
with selling U.S. UAVs to allies and partners (e.g., misuse and potential loss of technologies),
there are significant advantages to the United States related to enhanced interoperability that
these exports enable for potential future operations.

Although interoperability with partner UAVs is problematic (for potential cybersecurity,
technical, and policy reasons) even when systems are U.S. manufactured, the associated chal-
lenges are easier to resolve when the UAV is built in the United States. High levels of interoper-
ability are optimal, but work-arounds are currently in place to exercise command and control
and to integrate data streams of partner UAVs. The United States is already doing this with
U.S.-manufactured UAVs currently in use by the various service branches.

Missile Technology Control Regime Restrictions’ Effect on Exports of
Category | Unmanned Aerial Vehicles

We assess that the MTCR “strong presumption of denial” associated with category I (meaning
that the transfer will occur on rare occasions and will be subject to additional agreements) has
contributed to limiting the proliferation of these systems.> The United States has limited the
export of category I UAVs to a small set of close allies, and most MTCR signatories have so
far refrained from developing these large vehicles. However, the environment is rapidly chang-
ing as a capable global large-UAV industry is evolving. The United States is no longer the sole
manufacturer of large UAVs. Non-MTCR nations, especially China, have been filling the void
left by the United States and has been widely exporting near—category I systems, and China
not only has been marketing a military category I UAV recently for export but is also build-
ing a manufacturing facility in Saudi Arabia to coproduce large UAVs, potentially including
the category I CH-5 (with a payload capacity of 1,200 kg). Other nations, such as the UAE
and, to a lesser extent, Germany and potentially Italy, are also starting to develop and export
category I UAVs. The strict strong presumption of denial for category I UAVs could hinder the
development of future large U.S. commercial UAVs and could be affecting U.S. companies’
R&D investments and inhibiting those companies from pursuing some of these commercial
opportunities.

> Additional agreements include assurances of responsibility from the recipient government for taking all steps necessary
to ensure that the item is put only to its stated end use (MTCR, undated [c]).



Summary xv

Benefits and Risks of Continuing to Limit Exports

Although the MTCR restrictions influence export decisions, the regime is only one of many
U.S. control mechanisms to which an export request is subjected. Therefore, like any other
weapon system (and related technology), large UAVs will be subjected to export-control con-
siderations regardless of what MTCR restrictions are in place. We evaluated the potential
security, economic, and political consequences of maintaining the controls of category I UAV
exports. In Table S.1, we summarize the assessments of the different factors discussed in this
summary. The table shows that the MTCR'’s effects on security considerations are somewhat
negative. Although this might appear counterintuitive because tight export controls are lim-
iting U.S. systems from proliferating, U.S. allies and partners are being negatively affected
while the threat to U.S. and allied troops from foreign-made UAVs, mostly from China, has
increased. As expected, the economic impact on the United States is negative because fewer
sales are occurring. If we consider the political results illustrated in the table, they would
appear to be neutral. However, we should also consider more closely the relative risk and conse-
quence of each factor (e.g., partner relationship versus misuse of UAVs), especially when assess-
ing the political implications.

Looking across these assessments, we conclude that the MTCR’s impact and effectiveness
in controlling category I UAVs have eroded for several reasons:

1. A subset of category II systems, which we describe and label as near—category I, is
widely proliferated. These systems have capabilities that are near those of category I
systems but with smaller payloads (between 300 and 500 kg), so the strict category I
restrictions do not apply.

2. Several nations are now developing and openly marketing category I systems for sale to
both MTCR and non-MTCR nations.

3. Non-MTCR nations with the capability to manufacture category I systems (e.g., China)
have also marketed these systems and, in one case, are building coproduction facilities
to produce them.

Conclusions

The current pervasiveness of near—category I UAVs and the apparent future trend in the spread
of category I systems lead us to conclude that the proliferation of large UAVs is ongoing and
accelerating. Our analysis also suggests that the MTCR has had some effect on controlling the
proliferation of category I UAVs. The United States has limited the export of these vehicles to
a small set of allies, and most MTCR signatories have so far restrained from developing these
large UAVs. None, to our knowledge, has yet exported them to non—-MTCR signatories.
However, the landscape has changed dramatically in recent years. Non-MTCR nations,
primarily China and, to a lesser extent, Israel, have exported large armed and unarmed near—
category I UAVs, and China has recently openly marketed an armed category I system. Some
non-MTCR nations have shown interest in building up their UAV capabilities and might
either purchase these large UAVs or decide to coproduce them with China’s help. Furthermore,
some cracks appear to be forming within MTCR signatories. Germany is codeveloping a cat-
egory I optionally piloted aircraft with Qatar, and Italy plans to export a potentially category I
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system to the UAE. We also conclude that the category I MTCR restrictions might be nega-
tively affecting the capabilities of and interoperability with allies and partners.

Although the MTCR has been, and continues to be, an effective tool to control the spread
of ballistic and cruise missiles, the availability of large UAVs from non-MTCR nations has sig-
nificantly eroded the MTCR’s efficacy to limit their proliferation. Furthermore, the MTCR’s
export restrictions associated with category I UAVs might be affecting current U.S. industry
plans and investments in future large commercial UAVs.
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CHAPTER ONE
Introduction

The National Defense Authorization Act (NDAA) for Fiscal Year 2017, Section 1276, requires
an independent assessment, directed by the Chairman of the Joint Chiefs of Staff, to report on
the impact on U.S. national security interests of the proliferation of remotely piloted aircraft
(RPA) that are assessed to be category I items (those subject to a strong presumption of denial
for export) under the Missile Technology Control Regime (MTCR).! The NDAA requires this
evaluation, in the form of a report, to be delivered to the congressional defense committees.
The congressional language specifically requires the assessment to include evaluation in six
areas:

(1) A qualitative and quantitative assessment of the scope and scale of the proliferation of
remotely piloted aircraft that are “Category I” items under the Missile Technology Control
Regime. (2) An assessment of the threat posed to United States interests as a result of the
proliferation of such aircraft to adversaries. (3) An assessment of the impact of the prolif-
eration of such aircraft on the combat capabilities of and interoperability with allies and
partners of the United States. (4) An analysis of the degree to which the United States has
limited the proliferation of such aircraft as a result of the application of a “strong presump-
tion of denial” for exports of such aircraft. (5) An assessment of the benefits and risks of
continuing to limit exports of such aircraft. (6) Such other matters as the Chairman consid-
ers appropriate. (Pub. L. No. 114-328, 2016)

The RAND Corporation was tasked to help address the NDAA requirement by provid-
ing a direct response to each of these NDAA areas of evaluation. To help respond to these
requests, we conducted literature reviews related to them, collected and analyzed publicly
available and classified data and information, met with subject-matter experts to consider their
expert feedback, and used these inputs to perform the requested assessments. In this report, we
summarize and document the unclassified findings and assessment. Although we performed
a comprehensive literature and data search and identified most of the major RPAs (more than
400), the universe of RPAs (to which we refer as unmanned aerial vehicles [UAVs] in the rest
of the report) is extremely large, and data on some of them are not readily available.

Informed by our early findings, we decided to extend the types of UAVs to consider in
this assessment beyond category I aircraft as requested by the NDAA. We included a subset of
somewhat smaller UAVs that we call near—category I. Although these smaller systems do not
fall under the MTCR category I purview, they can perform missions similar to those of the
category I systems and pose similar threats to U.S. and allied forces.

U Later in this chapter, we provide more detail on MTCR categories I and 11.
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The classified sources and results further support the assessments in this report. We dis-
cuss them in a separate annex with appropriate classification controls. Because they are not
normally offered for export, we did not consider cruise missiles or any advanced UAVs—that
is, military UAVs that incorporate stealth, self-protection, or other advanced capabilities (such
as the X-47B).

To set the stage for the assessment and evaluation that follows, we started our review of
RPA from a definitional perspective. In the rest of this chapter, we describe the major charac-
teristics of RPAs, UAVs, and the MTCR.

Remotely Piloted Aircraft

This report applies to unmanned or uninhabited aircraft, whether remotely piloted or autono-
mous. These vehicles have various designations throughout the U.S. government and industry,
including RPA, UAVs, and unmanned aircraft. The MTCR defines UAVs differently from cur-
rent literature to include reconnaissance drones, target drones, and cruise missiles. To avoid
misinterpretation, we use the most common term, UAV; rather than RPA, to refer to unmanned
or uninhabited aircraft, which are the subject of this report.? The selection and use of this term
have no effect on any of the assessments or findings in this report. The principal characteristics
of a UAV or RPA are these (Davis et al., 2014):3

* It isa powered, aerial vehicle that does not carry a human on board.

* It uses acrodynamic forces to provide lift and maneuverability.

* It can fly autonomously with little to no direct human input, as a UAV, or piloted remotely
with greater likelihood of human control, as an RPA. We note that, unlike cruise missiles,
most currently deployed category I and II U.S. UAVs maintain communications with a
command center where a human operator has ultimate control of the aircraft and main-
tains authority of weapon release.*

* Itis recoverable—that is, it is designed and built to conduct multiple launch-and-recovery
missions.

* It can carry a lethal or nonlethal payload.

Unmanned aircraft system (UAS) typically refers to a UAV and the supporting ground equip-

ment needed to operate the aircraft.

Benefits and Limitations of Unmanned Aerial Vehicles

Current UAVs have numerous benefits that make them attractive to their users, with the
most obvious being eliminated risk to the pilot. Other advantages include persistence (or
endurance)—that is, being able to remain on station for long periods of time up to multiple

2 Although RPA is a proper description of unmanned aircraft, it can have the connotation that a pilot is remotely flying
the aircraft. Some UAVs can fly autonomously with minimal to no input from the controller.

3 Technically, a UAV is similar to a cruise missile except that it is recoverable. Therefore, a UAV can be used as a cruise
missile.

4 Davis et al., 2014, does not specify the necessity of maintaining communication between a UAV and its command
center.
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days. For this reason, UAVs have been called the “unblinking eyes in the sky” (“Unblinking
Eyes in the Sky,” 2012). Furthermore, new UAVs with autonomous takeoff and landing are
much easier to fly than manned aircraft are; they also have lower operational cost. UAVs offer
design advantages because they do not have onboard human operations requirements (i.e., no
space, physical limitations, or life support equipment for onboard pilots).

We note that current category I UAVs tend to be more vulnerable to air defenses and
countermeasures than their manned counterparts are. We are not considering the more-
advanced military UAVs (e.g., X-47B), which likely have much more—sophisticated capabili-
ties than the typical UAVs that are exported have (“X-47B Unmanned Combat Air System,”
undated). Davis et al., 2014, contains a more in-depth discussion of the benefits and limita-
tions of UAVs than we have here. We note that many of the characteristics of the UAVs consid-
ered in this report (e.g., long endurance, flight speed and altitude) make them ideal platforms
for the fight against terrorism (e.g., intelligence, surveillance, and reconnaissance [ISR] mis-
sions), as well as low-intensity kinetic and nonkinetic missions.

The Missile Technology Control Regime

In 1987, the United States and several of its close allies formed the MTCR as a voluntary,
informal political understanding that sought to limit the proliferation of missiles and missile
technology (including cruise missiles) capable of delivering nuclear weapons.> The regime was
later expanded to include systems able to deliver weapons of mass destruction (WMD) and
has since grown to include 35 nations, shown in Table 1.1 (MTCR, undated [d]). Additionally,
although China and Israel have not been invited to join the MTCR, Israel has made a state-
ment that it will unilaterally adhere to the MTCR, and China has voluntarily pledged in the
past to abide by the MTCR guidelines. However, it is clear, at least for China, that they do
not intend to abide by the MTCR restrictions given their willingness to export large UAVs and
their manufacturing facilities. Davis et al., 2014, presents an in-depth discussion of the MTCR
and its relationship to UAVs. In summary, MTCR signatories implement license authoriza-
tion requirements prior to exporting controlled items listed in the MTCR annex (see MTCR,
undated [b]). The regime recognizes that some of the technologies it aims to control can have
nonmilitary applications and therefore uses a case-by-case approach to determine whether an
item in the MTCR list should be licensed for export. The control list defines two categories of
items:

* Category I items include complete rockets and UAVs capable of delivering a payload
of at least 500 kg to a range of at least 300 km, their major complete subsystems, and
related software and technology (MTCR, undated [b]). Category I systems are subject to
a “strong presumption of denial,” meaning that they are exported only in rare situations.®

5 Because the MTCR is an informal, voluntary agreement, there are no formal mechanisms for enforcement of the guide-
lines among signatories.

6 It requires a binding government-to-government agreement ensuring that the item will be used for the stated purpose,
will not be modified or replicated, and will not be retransferred, and the recipient government assumes responsibility for
taking necessary steps to ensure that the item is put only to its stated end use (MTCR, undated [c]).
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The MTCR, however, states that “the transfer of Category I production facilities will not
be authorized.”
* Category II items include other less sensitive and dual-use components, as well as com-
plete systems capable of a range of at least 300 km, regardless of payload (see MTCR,
undated [b]). The MTCR states that the export of category II systems “is subject to licens-
ing requirements taking into consideration the non-proliferation factors specified in the
MTCR guidelines” (MTCR, undated [b]). These factors include
— concerns about proliferation of WMD
— the significance of the transfer in terms of the potential development of delivery sys-
tems (other than manned aircraft) for WMD

— the assessment of the end use of the transfers, including the relevant assurances from
the recipient states

— the risk of controlled items falling into the hands of terrorist groups and individuals.

The MTCR remains an important element of U.S. nonproliferation activities. However, over
time, technology development in a range of related areas has placed strains on the MTCR.
Unmanned aircraft present a unique challenge to the MTCR. Their potential to be used
as cruise missiles motivated their inclusion in the MTCR, while their operational uses and
intents are very different from those of other MTCR delivery systems. UAVs™ characteristics
and capabilities are similar to those of manned aircraft; indeed, UAVs are replacing these air-
craft for certain missions because of some of their unique advantages (e.g., long endurance
makes them ideal for ISR for applications, and their relative ease and cost of operations make
them desirable candidates for future commercial operations). There are motivations for main-
taining UAVs as part of the MTCR (e.g., their potential to be used as primitive cruise missiles);
however, there are also reasons for the MTCR to somehow ease control over UAVs (e.g., they

Table 1.1

Missile Technology Control Regime Signatory Nations

Year Joined Signatory Nation

1987 Canada, France, Germany, Italy, Japan, UK, United States
1990 Australia, Belgium, Denmark, Luxembourg, Netherlands, Norway, Spain
1991 Austria, Finland, New Zealand, Sweden

1992 Greece, Ireland, Portugal, Switzerland

1993 Argentina, Hungary, Iceland

1995 Brazil, Russia, South Africa

1997 Turkey

1998 Czech Republic, Poland, Ukraine

2001 South Korea

2004 Bulgaria

2015 India

SOURCE: MTCR, undated (d).
NOTE: UK = United Kingdom.
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are not intended for WMD delivery; they are of high value for many military operations, such
as ISR; and their use in commercial applications (e.g., future cargo delivery) and as optionally
piloted aircraft (OPA) has increased.

The United States recognized early on that including manned aircraft in the MTCR
would be nearly impossible given the global market for these vehicles. Some also argued that
“the speed and surprise that can be achieved with missiles were far greater than that achievable
with manned aircraft and thus constituted a more potent form of nuclear delivery system” (see,
for example, Bowen, 1997).

The 500-kg payload capacity was intended to represent the weight of a crude nuclear
weapon, while the 300 km represented the minimum distance in a theater where a nuclear
weapon might be used. The 500-kg payload weight limit is arbitrary in light of current and
future missions of UAVs. A larger payload is useful from a capacity point of view (e.g., carry
more conventional bombs for military missions and carry more cargo for a commercial appli-
cation). However, a UAV with a payload capacity of less than 500 kg (say, 350 kg) can per-
form comparable ISR missions to those of its larger brethren. Similarly, a UAV with a smaller
payload can conduct strike missions, albeit with a lighter weapon load. In other words, from a
threat point of view, many category II systems (i.e., those with payloads less than 500 kg) are
similar to those in the larger category I. However, for many future commercial applications,
the capacity to carry large payloads is critical (e.g., cargo delivery, OPA, firefighting applica-
tions). Just as some automotive manufacturers and large retailers might be exploring autono-
mous cargo delivery, so are some UAV and aircraft manufacturers.

The study considered the MTCR’s effects on the U.S. industrial base and commercial
market. Although no commercial category I UAV is deployed today, UAV applications are rap-
idly growing, and companies are starting to consider and develop large UAVs for nonmilitary
applications. Although that market is in its infancy, the MTCR can and does affect how U.S.
companies invest for future commercial development (i.e., if they do not believe that they can
export a commercial product, they may not invest in its development).

The response to the congressional questions has been framed with an eye toward these
points of friction. Finding the proper balance between approving and rejecting exports will be
essential for ensuring the continued relevance of the MTCR. Despite these issues, the MTCR
continues to serve as an important nonproliferation tool.

An additional challenge to the MTCR in terms of limiting the use of unmanned air-
craft as cruise missiles to potentially deliver WMD is the ability to convert manned into
unmanned aircraft. Today’s technologies allow a motivated nation to perform such conver-
sions. The United States has been doing it since the end of World War II.7 The United States
and China have also converted older fighter aircraft, including early model F-16s and MiG-19s,
into unmanned systems (Reed, 2013). Other examples of such conversions are also given in
the restricted literature. All of these converted systems surpass the MTCR category I thresh-
old. This is relevant because motivated nations would be able to perform this conversion in the
future if their intentions were to develop a one-way delivery vehicle similar to a cruise missile.?

7" The United States converted B-17 bombers into unmanned systems to collect air samples from nuclear tests and conduct
raids on the enemy (“Drone B-17,” undated).

8 However, a converted manned aircraft might not be as effective as a cruise missile.
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Additional Class of Unmanned Aerial Vehicle Defined for This Study

Informed by our early research findings, we were compelled to expand the types of military
UAVs that should be considered in this study to include a subset of category II systems, which
we designate as near—category I, that have payload capacities between 300 and 500 kg (and
ranges greater than 300 km). We do so to better address the effects that large UAVs (i.e., cat-
egory I and near—category I systems) have on military operations of the United States and
its allies and provide a more comprehensive assessment of the MTCR. This additional cat-
egory affects the first three areas requested in Section 1276 of the NDAA. The major reasons
for considering this additional class of UAVs include the following:

* The 500-kg limit was selected in the early 1990s to address potential WMD that could
have been developed at the time. Many current UAV payloads, both lethal and nonlethal,
are significantly smaller than 500 kg, as discussed further in Chapter Two. Yet, despite
their smaller payloads, the near—category I UAVs perform many of the missions that cat-
egory I systems do. They are also significantly less expensive and pose nearly equivalent
threats to U.S. national security (as discussed in Chapter Two).

* To avoid the category I strong presumption of denial, companies might have developed
some long-range UAVs with payload capacities between 300 and 480 kg.? These UAVs,
which we label near—category I, are subject to the looser category II review and are more
widely proliferated.

* 'The near—category I UAVs are designed to have long endurance, 40 hours or more of con-
tinuous flight. Users might also have the option of trading some of the fuel used to loiter
for additional payload capacity potentially exceeding 500 kg. Structural, volumetric, and
load-distribution constraints might limit this trade.

This is not to say that the capacity to carry a larger payload is not important. Category I
military UAVs offer an advantage over the near—category I systems in that they can carry larger
sensors, providing better data and longer standoff distance, and carry more munitions. Several
factors, including MTCR restrictions, unit cost, and mission needs, can drive the use of near—
category I systems. Moreover, as sensors and even weapons become more miniaturized, the
relative capabilities and, therefore, importance of near—category I platforms can be expected to
become more substantial. As a result, we included these systems in our assessment to capture
their potential threat, which is one of the key motives of this project.

Report Organization

We organized this report to address the first five requests specified in the 2017 NDAA. Chap-
ter Two provides the results of a qualitative and quantitative assessment of the scope and scale
of the proliferation of category I (and near—category I) UAVs, as defined by the MTCR. In
Chapter Three, we summarize our assessment of the threat posed to U.S. interests as a result of
the proliferation of these large UAVs to adversaries. In Chapter Four, we assess the impact of

9 Strong presumption of denial refers to the strict export control associated with category I systems, which are exported only
in rare situations.
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the proliferation of large UAVs on the combat capabilities of allies and partners of the United
States and on the interoperability with allies and partners.

In Chapter Five, we summarize our analysis of the degree to which the United States has
limited the proliferation of category I UAVs as a result of the application of MTCR restrictions.
Chapter Six contains an assessment of the benefits and risks of continuing to limit exports of
category I UAVs. In conducting this assessment, we considered impacts to national security,
as well as to the U.S. industrial base and commercial interests. Finally, in Chapter Seven, we
summarize our findings and provide an overall assessment based on the discussions provided
in the report.

The report contains two appendixes. Appendix A includes a discussion of some of the
technical details related to UAV category I determination, including trade-offs between range
and payload. Appendix B contains tables of proliferation data relevant to our assessment.






CHAPTER TWO

An Assessment of the Scope and Scale of the Proliferation of
Unmanned Aerial Vehicles

This chapter addresses the first request in Section 1276 of the 2017 NDAA: “a qualitative and
quantitative assessment of the scope and scale of the proliferation of remotely piloted aircraft
that are ‘Category I’ items under the Missile Technology Control Regime.”

In this chapter, we provide data, where available, related to the level of proliferation of
large UAVs in terms of the number of exports and the countries possessing these systems.

Introduction

For the purposes of this study, we assessed proliferation by measuring how many nations oper-
ate large UAVs, regardless of how many they have. Proliferation can occur through different
means. We considered the three principal methods:

* importing a complete system (i.e., category I [and near—category I] UAVs)

* converting an available system (e.g., convert a manned system into a category I UAV or a
category II UAV into a category I)

* acquiring (independently or with foreign assistance) the capability to develop and manu-

facture large UAVs indigenously.

The most expedient and common means to obtain a complete system is typically by
importing it (assuming that the import process occurs within a reasonable time). Although a
handful of nations have converted manned systems into UAVs, these systems maintain about
the same capabilities as the original (i.e., approximate payload capacity, range, and endurance).
Finally, several nations have begun to develop and manufacture large UAVs, some with foreign
assistance and others indigenously. This capability could significantly increase proliferation if
these nations do not abide by the MTCR and decide to export their indigenously produced
large UAVs.

We reviewed and collected data related to the proliferation of both category I UAVs (those
having ranges of greater than 300 km and payload capacities greater than 500 kg) and near—
category I UAVs (those having ranges of greater than 300 km and payload capacities greater
than 300 kg). Our review considered both MTCR signatory nations and nonsignatory nations.
We deemed it important not only to understand what vehicles fall into the two MTCR cat-
egories but also to examine system capabilities, in terms of what types of missions they can
perform or support.
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To assess UAV proliferation, we performed a comprehensive literature search of UAV data
sheets, publications, and official foreign-sale notifications. Further information from articles,
U.S. government documents, industry feedback, and our quantitative analyses formed the
basis of the qualitative assessment presented in this chapter.! We obtained category I export
data from congressional notifications and the State Department, and we obtained most of the

category II export data from the Stockholm International Peace Research Institute (SIPRI)
database (SIPRI, undated [b]).

Missile Technology Control Regime Categories and Capabilities of
Unmanned Aerial Vehicles

Our assessment of UAV proliferation considered MTCR category I and our definition of near—
category I platforms. Per MTCR guidelines, the classification should be based on the maxi-
mum capability of the vehicle—in other words, the maximum payload the vehicle can deliver
to 300 km (one way). We expect (as discussed later) that some UAVs have maximum payload
capacities that, to avoid the MTCR export restriction, manufacturers might produce to exceed
the advertised value.

Range Considerations

Range is one of two factors that determine whether the MTCR governs the exports of a given
UAV platform as a category I technology. Understanding how UAV producers and export
review committees define the range metric is important, as is assessing how the range restric-
tion applies to U.S. and foreign UAV exports. The MTCR considers the range to be the maxi-
mum one-way distance that the UAV system can travel in stable flight over the earth’s surface
with a given payload weight. It is based on the design’s maximum capabilities and is indepen-
dent of external factors, such as operational restrictions or limitations imposed by telemetry or
communication links.? Appendix A provides more details about the range metric and how it
can vary based on payload weight and other assumptions.

The amount of fuel an ISR UAV requires is typically driven by its endurance, or how
many hours it can be in the air. For this class of UAVs, the amount of fuel required for loitering
is typically much greater than that needed to reach the one-way 300-km range that the MTCR
specifies for category I vehicles. In other words, a portion of the fuel load could be traded for
additional payload while maintaining the 300-km range capability.

Payload Weight Considerations

Payload is the second factor that determines whether the MTCR governs the exports of a
given UAV platform as a category I item. An aircraft’s payload capacity can be traded with
fuel weight, subject to certain structural, launch and recovery, and vehicle control limitations
(see Appendix A for a more detailed discussion), which can make determining exact capabili-
ties based on claimed specifications difficult. Some foreign UAVs advertise a payload capacity
between 400 and 480 kg and endurance of more than 20 hours. It is not clear to us whether

! The quantitative analysis involved collecting and categorizing data related to UAV exports and capabilities.

2 However, current large UAV operations, unlike cruise missiles, require the aircraft to be in constant contact with its
operator for positive control, so it cannot fly outside the range of the communication system.
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some of these vehicles should be classified category II, as the manufacturer claims, or should
instead be category 1. Given the high-energy density of aviation fuel and the relatively high
flight efficiency achievable by low-speed platforms, a relatively small amount of fuel would
need to be traded for payload weight to qualify the system as category 1.2

Mission Capability Considerations

Though not a factor in establishing MTCR restrictions, mission capabilities are a key consid-
eration when considering utility and threat of UAVs. Category I platforms support ISR mis-
sions and can carry various sophisticated sensors, including electro-optical (EO)/infrared (IR),
synthetic aperture radar (SAR), and laser designators. They can also be armed with various
air-to-ground missiles and bombs. A significant number of category II systems, especially those
we designate as near—category I, can also perform the same missions, albeit at a lower capacity
(i.e., less munitions, smaller sensors).* Table 2.1 provides a comparison of basic mission capa-
bilities of select category I and near—category I systems. The table shows that they have com-
parable capabilities and can perform similar military missions, including medium-altitude,
high-endurance (MALE) ISR and strike missions. Thus, including near—category I systems in
our assessment results in a more realistic and comprehensive assessment of mission capabilities.

Number of Missile Technology Control Regime Category | and Il Unmanned
Aerial Vehicle Systems

Figure 2.1 shows the number of known UAVs with advertised payload capacities greater than
100 kg and ranges of more than 300 km to address the question of the scale of prolifera-
tion of UAVs. Although the number of category I systems (14) is greater than the number of
near—category I systems (ten), the known number of nations operating near—category I UAVs
is approximately double those operating category Is. (See Appendix B for additional specifica-
tions for select systems.)

The MTCR does not directly differentiate between civilian and military UAVs because
it considers only payload weight and range capabilities when categorizing systems. Although
there are no current commercial category I UAVs, foreign companies are starting to develop
large cargo UAVs. For example, a Chinese company is developing a cargo UAV able to deliver
a payload greater than 1 ton to a range of 280 km (Glaser, 2017; Lin and Singer, 2017b). Inter-
estingly, the reported range is slightly under the 300-km category I threshold. Industry repre-
sentatives we contacted expect large commercial UAVs to play an important role in the future.

3 The Heron TP-XP and Wing Loong I endurances are more than 30 hours, while the advertised payload capabilities are
450 kg and 480 kg, respectively. These systems would need to fly less than two hours to reach 300 km (i.e., need less than
10 percent of their fuel capacities). Therefore, up to 90 percent of the fuel could be traded for payload weight, subject to
maximum takeoff weight and loading and flight control limitations (see Appendix A). Although fuel load figures for these
systems are not available, we estimate them to be above 300 kg, which would easily allow these UAVs to trade more than
50 kg of fuel for payload, making them category I systems.

4 After all, the 500-kg payload threshold specified for the category I system was established to address the lower weight
of a crude nuclear weapon in the late 1980s, not UAV conventional payloads. Current technologies enable ISR sensors and
air-to-ground missiles that weigh in the tens of kilograms.
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Table 2.1
Comparison of Some Category | and Near-Category | Systems
CH Heron TP
CH-4B (Near- Heron TP-XP (Near-
Characteristic Category 1) CH-5 (Category 1) Category I) Heron TP (Category I)
Maximum payload, 345 1,200 450 1,000
in kilograms
Weapon armament, Four AR-1 antiarmor 16 45-kg AR-1 Unknown Spike and Tamuz
type, and number missiles (45-kg laser- antiarmor missiles, (rumored)
guided bombs) 20-kg AR-2

Sensor list

Maximum altitude,
in meters

Cruising speed, in
kilometers per hour

Endurance, in hours

Range, in kilometers

EO/IR imager,

SAR, electronic
support subsystem,
electronic
countermeasures,
self-protection
jamming provisions,
laser range-finding
and illuminations,
and communication
relay equipment

8,000

150-180

14

1,600

antiarmor missiles,
and 50-kg FT-9
precision-guided
munitions

EO/IR imager (with
high-definition
daylight charge-
coupled device
television camera,
thermal imager, and
laser range finder),
electronic warfare
equipment (SIGINT
and jamming), SAR

7,000

180-220

39

2,000

EO/IR (optional),
SAR, maritime
patrol radar, ELINT,
COMINT, electronic
support measures

13,700
Not provided by
manufacturer
30+

>1,000

EO/IR (includes laser
range-finding), SAR,
maritime patrol
radar, ELINT, COMINT,
electronic support
measures

13,700

241

36

7,400

SOURCES: "ALIT/CASC CH-4 Series,” 2017; Wong, 2016; Israel Aerospace Industries (IAl), undated (b).
NOTE: SIGINT = signals intelligence. ELINT = electronic intelligence. COMINT = communications intelligence.

Major Exporters of Unmanned Aerial Vehicles

UAV proliferation occurs principally through import, conversion, or indigenous production.
The number of countries that have acquired UAVs (small and large) rose from 41 in 2004 to
more than 76 in 2011 and is likely much larger today. In 2012, the U.S. Government Account-
ability Office estimated that more than 50 countries were developing more than 900 different
UAVs (U.S. Government Accountability Office, 2012). The estimated global UAV market (mil-
itary and commercial) is expected to grow from about $6 billion in 2015 to about $12 billion
in 2025 (Stohl, 2015). A market research organization expects that commercial applications
will be the fastest-growing sector, increasing from $512 million per year in 2015 to more than
$6 billion in 2025 (Teal Group, 2017). These figures are estimated projections and include all
UAV sizes; however, they point to a general growth in the future acquisition of UAVs and an
expected increase in overall proliferation.

The demand for UAVs has increased rapidly in the past several years and is expected to
continue to grow in the coming decade. According to recent work by the Stimson Center,
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Figure 2.1
Number of Existing Unmanned Aerial Vehicle Systems
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SOURCES: “All the World's Aircraft: Unmanned,” undated; “Elbit Hermes 900 (Kochav) Medium Altitude, Long
Endurance (MALE) Unmanned Aerial Vehicle (UAV),” 2017; Lappin, 2017; Piaggio Aerospace, undated; “Heron TP
(Eitan) MALE UAV,” undated; “Chang Hong-5 (CH-5) Combat and Reconnaissance Drone,” undated; Aeronautics,
undated.
NOTE: The figure shows UAVs with ranges greater than 300 km at these payload weights.
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industry experts calculated that exports from the United States alone totaled between $2 bil-
lion and $3 billion from 2012 to 2015 (Stohl, 2015).

A small handful of countries have been responsible for the majority of large UAV exports
in recent years. The United States and Israel have been the leading UAV exporters for many
years. Recently, China has become a large exporter, and other new exporters, such as the
United Arab Emirates (UAE), could be on the horizon. Although the UAE is not considered a
leading exporter, it is emerging as not only a potential major exporter of category I UAVs in the
future but also a provider of manufacturing capabilities to nations interested in acquiring such
capabilities. The next sections provide an overview of the export activities of these four coun-
tries, specifically as they relate to category I and near—category I UAV trades. Of these four
countries, only the United States is a signatory of the MTCR, but Israel appears to abide by it.

United States
The United States has developed a variety of category I UAVs and has offered several for
export—specifically, the Northrop Grumman RQ-4A Global Hawk and MQ-4 Triton and
the General Atomics MQ-9 Reaper and Predator. As indicated in Table 2.2, these systems
have been exported to North Atlantic Treaty Organization (NATO) members plus seven other
countries. However, although many of these systems are category I, the United States has sold
armed UAVs to only three countries: Italy, Spain, and the UK.

Recently, the United States has agreed to export category I systems to India. Specifically,
in 2017, “the United States approved a $3 billion Foreign Military Sale (FMS) of 22 non-
weaponized General Atomics SkyGuardian UAVs to the Indian Navy” (“US Approves Sale of
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Table 2.2
Trades of Category | Unmanned Aerial Vehicles
Exporter Importer Number Ordered System Name Year of Delivery
United States South Korea 4 RQ-4A Global Hawk 2017-2019
France 16 MQ-9 Reaper 2013-2016
Italy 4 MQ-9 Reaper 2010-2012
Japan 3 RQ-4A Global Hawk 2019 (order cleared in 2015)
NATO 5 RQ-4A Global Hawk 2016
Spain 4 MQ-9 Reaper Expected in 2019 (ordered in 2016)
India 22 MQ-9 Guardian®  The deal is not complete but is likely
to be approved.
UK 1" MQ-9 Reaper 2007-2014
UK 26 MQ-9 Predator B Not yet delivered
Australia 7 MQ-4C Triton The order is likely complete; desired
delivery is 2019.
Israel Germany 5b Heron TP/Eitan® 2018 (ordered in 2016)
UAE Russia At least 2 United 409 2016
Germany Qatar 17 Qo01¢ 2017

SOURCES: Defense Security Cooperation Agency, undated; Haria, 2013; “PM Narendra Modi's Israel Visit,” 2017;
Reiner Stemme Utility Air Systems, undated (a); SIPRI, undated (a).

@ The Guardian is the maritime variant of the MQ-9.

b SIPRI considers these data to be uncertain.

¢The Heron TP, also known as the Eitan, is by IAL.

d United 40 is from ADCOM Systems.

€ Reiner Stemme Utility Air Systems is the developer of the QO1.

22 SkyGuardians to India,” 2017). Although the United States has allowed the sale to India,
export controls restrict the United States from selling category I systems to several countries.
Industry contractors mentioned that Saudi Arabia, the UAE, Jordan, Turkey, and Nigeria had
all expressed interest in their systems but were turned down. Our records indicate that the
United States has sold a near—category I system to only one nation, Switzerland (see Table 2.3).

Israel

From 1985 to 2014, Israel accounted for the majority (61 percent) of global UAV exports.
Historically, Israel has not exported category I UAVs, but some of its systems come close to
the category I threshold. Israel has exported a category I system only to Germany; however, it
has exported near—category I systems, such as the Hermes 900, to more than five nations (see
Table 2.2). In addition, “Kazakhstan is expected to shortly sign an agreement with Israel’s Elbit
Systems to undertake assembly of Skylark and Hermes UAVs” (“Kazakhstan to Start UAV
Assembly in 2017,” 2016). Also, Israel could soon export ten category I Heron TPs to India as
part of a $400 million deal (“PM Narendra Modi’s Israel Visit,” 2017).
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Table 2.3
Trades of Near-Category | Unmanned Aerial Vehicles
Exporter Importer Number Ordered System Year of Delivery
China Iraq 42 CH-4 2015
Jordan 2@ CH-4 2016
Algeria Unknown CH-4 Unknown
Saudi Arabia 2@ CH-4 2015
Saudi Arabia Unknown Wing Loong Il Unknown
UAE Unknown CH-4, Wing Loong Il Unknown
UAE Unknown Wing Loong Il Unknown
Egypt Unknown CH-4 Unknown
Egypt Unknown Wing Loong Il Unknown
Nigeria Unknown Wing Loong Il Unknown
Uzbekistan Unknown Wing Loong Il Unknown
Kazakhstan Unknown Wing Loong Il Unknown
Israel India 10 Heron TP-XP/EitanP Selected but not yet ordered
Brazil 2@ Hermes 900¢ 2014
Chile 3 Hermes 900 2013
Colombia 1 Hermes 900 2014
Switzerland 6 Hermes 900 Expected by 2020
United Nations 3 Hermes 900 2016
Italy UAE 8 P.THH HammerHead® Starting in 2018
United States Switzerland 1 Centaur (OPA)® 2012

SOURCE: SIPRI, undated (a).

@ SIPRI considers these data uncertain.

bThe TP-XP is a special export version of the Heron TP.

€ The Hermes 900 is from Elbit Systems.

dThe P.THH HammerHead comes from Piaggio Aerospace.
€ Aurora Flight Sciences designed the Centaur.

China

China has rapidly filled the vacuum left by U.S. export rejections (Page and Sonne, 2017).
China has exported near—category I UAVs (Wing Loong II and CH-4) to at least nine nations,
as listed in Table 2.3. We argued earlier in this chapter that the Wing Loong II might qualify
as a category I system. In addition, in July 2017, the China Aerospace Science and Technol-
ogy Corporation (CASC) “announced that it was ready to mass-produce and offered its CH-5
drone for export” (Khan, 2017). The capabilities of this UAV place it above the category I
threshold. Although no official sales have been reported, China is prepared to sell this cat-
egory I UAV in the near future.
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Moreover, China has also started to establish production lines with certain countries.
Specifically, China has started to develop a production line in Saudi Arabia for up to 300 Wing
Loong II and potentially the CH-5. It is not known whether Saudi Arabia will be able to export
any UAVs it manufactures (Armstrong, 2017; Page and Sonne, 2017). This deal alone will pro-
vide Saudi Arabia with up to 300 category I and near—category I UAVs. Similarly, China has
signed deals for potential production lines in Pakistan and Myanmar, although the status of
that deal and which CH variant they will produce are unclear (“Saudi Arabia Imports UAV
Production Line from China,” 2017).

The United Arab Emirates

The UAE-based company ADCOM is a relative newcomer to the large-UAV export field. It
has developed and sold the category I United 40 UAV, shown in Figure 2.2, to undisclosed
customers, with potentially two of these systems going to Russia (Haria, 2013). ADCOM’s
client base appears to be growing rapidly, and the company claims that it will need to build
a United 40 UAV every week to meet its current orders (Haria, 2013). It is also building a
manufacturing facility in the UK and is targeting expansion in Saudi Arabia and India (Batey,

2015). We note that we could not confirm ADCOM’s claims because information about the
United 40 UAV is scarce.

Figure 2.2
The ADCOM United 40 Unmanned Aerial Vehicle

©JVitallVaKuzmin

SOURCE: Photo by Vitaly V. Kuzmin via Wikimedia Commons (CC BY-SA 4.0).

RAND RR2369-2.2
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Other Notable Development of Large Unmanned Aerial Vehicles

Germany is codeveloping the Q01 OPA with Qatar, shown in Figure 2.3. The unmanned
capability of the Q01 exceeds the category I threshold (Reiner Stemme Utility Air Systems,
undated [a]).

Italy has approved the export to the UAE (starting in 2018) of the P.1IHH HammerHead
UAV, shown in Figure 2.4. The HammerHead is capable of exceeding the category I threshold;
however, it is not clear yet whether Italy will modify the design to constrain the payload to be
below the 500-kg limit (Piaggio Aerospace, undated).

Other European efforts are underway to develop an advanced, large UAV; however,
details are scarce, and there are no current indications that it will be exported outside the alli-
ance (France, Germany, and Italy) developing it (Dassault Aviation, 2015).

Figure 2.3
The Q01 German-Qatar Optionally Piloted Aircraft, United Arab Emirates

®

SOURCE: Promotional image from Reiner Stemme Utility Air Systems.
RAND RR2369-2.3

Figure 2.4
P.1HH HammerHead Unmanned Aerial System, Italy

SOURCE: Promotional image from Piaggio Aerospace, undated.
RAND RR2369-2.4
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Figure 2.5 illustrates the increasing exports of category I systems. However, we note
that the figure does not capture the expected export of a large number of category I UAVs
from both China and the UAE. Publicly available reporting indicates that both these nations
have received orders for their category I UAVs; however, we do not have the data indicating
how many category I UAVs have been ordered, nor do we know when they will be delivered.
Figure 2.6 provides a geographical view of the proliferation of users of category I and near—
category I systems.

Conclusions and Summary

Only a handful of countries currently operate category I UAVs, which could be due to MTCR
restrictions, mission needs, or unit cost. However, manufacturers have been skirting the limits
of the MTCR by exporting long-range vehicles with payloads between 300 and 500 kg. These
near—category I vehicles are quickly proliferating, have mission capabilities similar to those
of their category I counterparts, are significantly less expensive than the category I vehicles,
and are not subject to the strong presumption of denial associated with category I systems.
Figure 2.6 provides a global view of which nations operate large UAVs.

We expect, based on current findings, that the proliferation of large UAVs is accelerating,
especially the near—category I systems and, to a somewhat lesser extent, the category I class.
For example, there is potential for up to 300 new large UAVs in Saudi Arabia, as well as the
unnamed recipients of the United 40 category I. China and the UAE are not only marketing

Figure 2.5
Growth in the Number of Exported Category | Unmanned Aerial Vehicles
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SOURCES: Defense Security Cooperation Agency, undated; Haria, 2013; “PM Narendra Modi’s Israel Visit,” 2017;
Reiner Stemme Utility Air Systems, undated (a); SIPRI, undated (a).

NOTE: Numbers do not include any of the expected Chinese or UAE exports (except for two from the UAE to
Russia).

RAND RR2369-2.5
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Figure 2.6
Global Proliferation of Large Unmanned Aerial Vehicles

SOURCES: Defense Security Cooperation Agency, undated; Haria, 2013; “PM Narendra Modi’s Israel Visit,” 2017;
Reiner Stemme Utility Air Systems, undated (a); SIPRI, undated (a).

RAND RR2369-2.6

large UAVs (including category I) but also offering to build factories for coproduction. These
regional factories could further the proliferation of large UAVs to other nations.






CHAPTER THREE

The Threat That the Proliferation of Large Unmanned Aerial
Vehicles Poses to U.S. Interests

This chapter addresses the second request in Section 1276 of the 2017 NDAA: “an assessment
of the threat posed to United States interests as a result of the proliferation of such aircraft to
adversaries.” In this chapter, we consider and assess several representative missions in which
UAVs could pose a threat to U.S. and allied forces.

The aircraft referred to in the NDAA are category I UAVs, as discussed in Chapter One.
However, we also include near—category I systems (as described in Chapter One) because they
do not face the stringent export restrictions that category I systems do, are more proliferated,
and can, in many cases, pose similar threats to U.S. interests.

Regardless of U.S. or global policies regarding the export of UAVs, we see these sys-
tems posing an increasing potential threat to U.S. forces. Major potential adversaries—China,
Russia, and Iran—recognize the utility of this capability and are producing many types of
UAVs, including category I systems, for their armed forces (Lin and Singer, 2017a). Prolifera-
tion of these UAVs to less capable nations would, to some extent, complicate U.S. operations
involving these adversaries. If export controls were successful in restricting some lesser adver-
saries from obtaining category I UAVs, they will likely be able to indigenously produce or
acquire the near—category I systems (e.g., Saudi Arabia), as discussed in Chapter One.

Given the continuing evolution and proliferation of UAVs, it is likely that, in future con-
flicts, U.S. forces will have to cope with adversaries equipped with different types and sizes of
UAVs, both armed and unarmed. Considerations include the following:

* Near-peer opponents will likely use a combination of category I-type UAVs, including
advanced versions, such as the Chinese stealthy Lijian UAV, and smaller ones, depending
on mission needs.

* Although some lesser opponents might not have category I UAVs, they will likely have
near—category I systems, which they will atctempt to use to fulfill many of the category I-
type missions against U.S. forces.

* Lesser opponents might also develop UAVs by acquiring technologies through different
means (available or illicit) and might also be able to convert manned into unmanned air-
craft.

21
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Unmanned Aerial Vehicles’ Threats to U.S. and Allied Operations

Small and large UAVs pose various threats to U.S. interests abroad.! The potential threat that
large UAVs pose to the U.S. homeland was beyond the scope of this study, and we do not
address it in this report. UAVs, both large and small, are available in unarmed and armed con-
figurations.? We based our threat assessment mostly on U.S. capabilities and operational con-
cepts; we assume that an opponent would use UAVs in the same general way that U.S. forces
do (albeit with less effectiveness).

Unarmed, sensor-centric, UAV missions include ISR, COMINT, ELINT, combat search
and rescue, communication relay, maritime and border patrol, electronic warfare, and target
acquisition and designation. Missions for armed UAVs encompass a wide variety of tasks cur-
rently undertaken by aircraft, missiles, or artillery, including counterterrorism strikes, suppres-
sion of enemy air defenses (SEAD), destruction of enemy air defenses, persistent hunter-killer
or armed reconnaissance for time-sensitive targets, and antiship warfare (Office of the Secre-
tary of Defense, 2005).

In the next sections, we explore in more detail five representative missions in which cat-
egory I and near—category I UAVs can pose credible operational risks to U.S. and allied forces:

* operations against forward-deployed forces
* counter—special operations forces

* maritime domain awareness and sea control
* battlefield ISR and targeting

* support for SEAD and destruction of enemy air defenses.

These five cases are not exhaustive: UAVs can be effectively employed against U.S. and
allied forces in other missions. The case studies are meant to highlight representative threats
and relate them to what larger category I and near—category I platforms can accomplish, as
well as to identify limitations in capabilities and employment of current systems. As the sce-
narios illustrate, both armed and unarmed UAVs pose a threat to U.S. interests.

We considered the potential of WMD delivery from UAVs as an additional mission area,
but our analysis indicates that the threat from this type of UAV employment is relatively low.

We conclude our threat assessment with a discussion on the suitability of using category I
UAVs for WMD delivery.

Operations Against Forward-Deployed Forces

U.S. forward-deployed forces can be detected and surveilled from a variety of platforms, includ-
ing MALE UAVs and high-altitude, long-endurance UAV systems posing the greatest threat.
Medium-altitude systems are typically defined as having operating altitudes between 25,000
and 50,000 ft.; high-altitude systems operate above 50,000 ft.3

1 Small UAVs can also present significant threats to U.S. interests; however, we do not address them in this report.

2 Small UAVs can perform various missions, including ISR and kinetic strikes (e.g., China’s CH-3, a small UAV with an
80-kg payload) can carry the AR-1 and AR-2 laser-guided missiles specifically designed for UAV applications (Fisher, 2016;
Dominguez, 2017).

3 Long endurance is typically defined as the ability to fly continuously for 12-24 hours or more. MALE systems include
the Chinese Wing Loong II systems, the American MQ-9, and the Israeli Heron TP-XP. The RQ-4A Global Hawk is the
only known operating high-altitude, long-endurance system and can fly at about 60,000 ft.
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Both category I (e.g., the Chinese Wing Loong II systems, the American MQ-9, and the
Israeli Heron TP) and near—category I (e.g., the Chinese CH-4 and the Israeli Heron TP-XP)
systems have the ability to conduct persistent ISR of U.S. forces at standoff ranges. Operating
from adjacent countries or in international airspace, an adversary would be able to conduct ISR
operations against U.S. deployed forces to assess troop and equipment strengths, personnel and
equipment readiness, and movements.* Although U.S. air surveillance systems would normally
detect such operations (e.g., an adversary’s preparation of the battlespace), the United States
would likely be constrained in interdicting or interfering with the platforms prior to hostilities.

UAVs can be flown at lower altitudes when higher resolution of imagery data and full-
motion video is desired, using EO/IR or SAR sensors, and to collect electronic and commu-
nication signals. Higher altitudes, on the other hand, allow aircraft to fly beyond the reach of
some air defense systems, provide larger area coverage, and allow sensors to see deeper into a
territory.” However, higher altitudes and longer surveillance ranges result in lower resolution
and require larger antenna apertures to detect a given electronic signal.

During a conflict, weaponized UAVs would pose a threat to U.S. forces because they can
carry their own weapons and laser designators to engage targets, including mobile ones. Some
category I UAVs can be armed with ground attack weapons. The Chinese CH-5, for example,
can reportedly carry up to 16 air-to-ground missiles, while the U.S. MQ-9 Reaper (shown
in Figure 3.1) can be armed with a combination of missiles and lightweight guided bombs
(Chen, 2017). The Israeli Heron TP is also capable of carrying several air-to-ground missiles.
Several near—category I UAVs are weaponized, albeit with less firepower, such as the Chi-
nese CH-4 (shown in Figure 3.2), American MQ-1, and Israeli Hermes 450. However, most
UAVs, whether performing ISR or strike missions, are highly vulnerable to interdiction by even
modest air defense systems (Davis et al., 2014, p. 13).

Counter-Special Operations Forces

UAVs equipped with EO/IR sensors and passive SIGINT systems can pose a threat to U.S.
special operations forces, whose mission success normally depends on stealth and surprise.
Adversary UAVs equipped with EO/IR sensors can provide persistent ISR and watch over likely
lines of advance, landing zones, and choke points around target areas.

More-sophisticated UAVs with passive SIGINT payloads might be able to detect, trian-
gulate, and exploit blue-force radio emissions. For some UAVs, the physical size of the radio-
frequency receiver and onboard processor will likely limit their capabilities. And although one
can argue that the threats that aerial passive detection poses can be mitigated by adopting
sophisticated communication waveforms with low probability of intercept and low probabil-
ity of detection, the existence of such capabilities could nonetheless impose operational con-
straints requiring U.S. forces to adapt.

Maritime Domain Awareness and Sea Control
UAVs can be deployed by adversaries to provide maritime domain awareness. Long-endurance
and medium- and high-altitude UAVs equipped with appropriate sensors can provide persistent

4 An adversary country would be able to fly a UAV along the border of a country hosting U.S. forces without violating the
host country’s airspace.

> Asan example, a UAV flying at a 25,000-ft. altitude can cover a five-mile circular footprint. Doubling the altitude to
50,000 ft. allows it to cover a ten-mile circular footprint (assuming a 45-degree grazing angle).
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Figure 3.1
Armed MQ-9 Reaper

SOURCE: U.S. Air Force photo/Lt. Col. Leslie Pratt.
RAND RR2369-3.1

surveillance of known shipping lanes or U.S. ships operating in international waters. Iran rou-
tinely uses UAVs to monitor movements of U.S. Navy forces in and around the Persian Gulf.
UAVs can be equipped with sensors specifically designed to perform maritime surveillance.¢

UAVs can also assist in exercising sea control. UAVs can provide long-term, persistent cov-
erage of disputed areas and flashpoints. Their presence can be used to demonstrate sovereignty
and resolve in peacetime while collecting intelligence in advance of potential conflicts. For
example, China has reportedly deployed UAVs to monitor naval exercises in the East China
Sea. It has also deployed the BZK-005 maritime surveillance UAV to coastal bases and to the
disputed Paracel Islands (the BZK-005 does not meet the category I threshold) (Calderwood,
2016).

During a conflict, UAVs can provide an additional means to attack surface vessels, both
by transmitting targeting information to other systems and by using onboard weapons. U.S.,
allied, and neutral shipping would be particularly vulnerable to detection and targeting by
UAVs when operating in littoral and heavily navigated waters. Of interest is an Aviation Week
article that reports that the United 40 UAV can purportedly be equipped with a torpedo for
antiship warfare (Haria, 2013). However, during hostilities, UAVs supporting maritime opera-
tions are also vulnerable to air defense systems.

6 The MQ-4C Global Hawk is one example of a maritime surveillance UAV. See Northrop Grumman, undated (a).
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Figure 3.2
Armed CH-4

SOURCE: Kelvin Wong/IHS.

RAND RR2369-3.2

Battlefield Intelligence, Surveillance, Reconnaissance, and Targeting Support for Long-
Range Fires

As in maritime operations, UAVs can be employed for battlefield surveillance and targeting.
These UAVs employ EO/IR sensors, as well as more-sophisticated ELINT and active ground
moving-target indicator and SAR modes to locate and identify targets, use laser designators to
facilitate engagement of targets, and then again use their sensors to assess effects of the engage-
ments. Although smaller UAVs generally have less payload capacity and weapon potential than
category I platforms, their ability to direct concentrated artillery or short-range rocket or mis-
sile fire makes them a serious threat during ground operations, as was demonstrated in east-
ern Ukraine (Rawnsley, 2015). The lower cost of smaller UAVs increases their utility in high-
intensity ground combat, in which attrition is likely.

Support for Suppression of Enemy Air Defenses

Advanced adversaries can use UAVs to suppress or degrade air defenses. UAVs can be used to
collect, target, and jam the electronic signals that are crucial to the operation of air defense
systems. In Israel’s Operation Peace for Galilee, UAVs collected critical electronic intelligence
about surface-to-air missile emitters prior to hostilities and then used the data to stimulate air
defenses in combat so that manned SEAD aircraft could attack them. Category I or near—
category I UAVs would be effective in supporting this type of long-range or standoff SEAD
support. Large UAVs might also deploy active decoys, such as the miniature air-launched
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decoy, at critical times with the intent of confusing and overwhelming an air defense system

(“Raytheon to Equip GA-ASI's MQ-9 Reaper UAS with MALD,” 2013).

Suitability of Unmanned Aerial Vehicles as Vehicles for Delivery of Weapons of Mass
Destruction

Nefarious actors might consider UAVs as delivery vehicles for WMD. Given UAVS’ capability
to carry conventional missiles, nations with WMD could potentially arm UAVs with small
nuclear or chemical missiles. However, there are disadvantages to doing so. Given the vulner-
ability of available UAVs to air defenses, arming them with WMD would subject their owners
to significant risk of losing control of these weapons. States with WMD have deployed more-
efficient and more-effective delivery means—missiles and manned aircrafe—because they are
significantly more survivable than most available UAVs are. Although some terrorist groups
aspire to acquire WMD, very few have made progress, and they would be more likely to use
simpler delivery methods. Moreover, there are significant limitations in employing UAVs to
deliver WMD, as detailed in a previous RAND report (Davis et al., 2014, pp. 6-7).

As far as the use of large UAVs to deliver nuclear weapons, similar or potentially greater
challenges apply. Nations pursuing nuclear weapons have more-effective and more-assured
means of delivering these payloads via missiles and manned aircraft. A high-value payload,
such as a nuclear weapon, would likely not be placed on a relatively low—survivable UAV
platform.

Conclusion: Unmanned Aerial Vehicles’ Threats to U.S. and Allied Operations

The proliferation of UAV systems represents an incremental but growing threat to U.S. and
allied military operations. The primary threat from current category I UAV systems is their
ability to conduct ISR operations against U.S. forces abroad prior to hostilities. Adversaries
that would otherwise have difhculty detecting U.S. force deployments, monitoring U.S. opera-
tions, and maintaining targeting data on U.S. units can employ UAVs to maintain situational
awareness of U.S. capabilities. Although near—category I (and some smaller) UAV systems can
perform this function, the larger payload of the category I systems increases the weapon capac-
ity of armed UAVs and enables larger, more-capable sensors that further increase the reach and
endurance of UAVs conducting ISR. This capability is especially useful in monitoring ongoing
force deployments in areas adjacent to coastlines or borders, where standoff surveillance is pos-
sible, and in the maritime domain.

During hostilities, battlefield surveillance, targeting, and lethal engagement are all poten-
tial threats from UAVs. Category I (and some category II) UAVs represent less of a threat in
this environment, however, because their relative large sizes and signatures and their limited
maneuverability make them vulnerable to even modest air defenses.” Smaller battlefield UAVs
operating in larger numbers at low altitude constitute a more immediate threat to U.S. forces
because U.S. close-in air defenses have degraded in recent decades (Freedberg, 2017).

7 This assessment did not consider more-advanced (e.g., stealthy) military UAVs.



CHAPTER FOUR

The Impact That the Proliferation of Unmanned Aerial Vehicles
Has on the Combat Capabilities of and Interoperability with U.S.
Allies and Partners

This chapter addresses the third request in Section 1276 of the 2017 NDAA: “an assessment
of the impact of the proliferation of such aircraft on the combat capabilities of and interoper-
ability with allies and partners of the United States.”

In this chapter, we provide information regarding the current and future state of the UAV
programs of U.S. allies and partners. In Chapter Two, we analyzed the proliferation of cat-
egory I and near—category I UAV systems. This chapter seeks to explain why nations bought
systems other than those sold by U.S. manufacturers and how these systems might affect allies’
and partners’ combat capabilities, as well as their interoperability with U.S. forces.

Ally and Partner Acquisition and Employment of Category | and Near-
Category | Unmanned Aerial Vehicles

Most exports of U.S.-manufactured large-UAV systems have been to countries that are signa-
tories to the MTCR agreement. As discussed in Chapter Two, the only nations to receive U.S.
category I or near—category I UAV systems have been U.S. allies and partners. Several of these
countries, however, have also acquired foreign-made UAV systems, as shown in Table 4.1.

Some U.S. partners, such as Jordan, UAE, and Saudi Arabia, unable to purchase armed
UAVs from the United States have turned to China to purchase these systems (see, for exam-
ple, Page and Sonne, 2017, and Scarborough, 2015). Chinese systems, such as the CH-4B
and Wing Loong I, both of which are part of Jordan’s and Saudi Arabia’s UAV arsenals, pro-
vide capabilities comparable to those of the category II U.S. MQ-1 Predator, including multi-
intelligence sensor suites and armament (Rawnsley, 2016; “ALI'T/CASC CH-4 Series,” 2017;
“AVIC Wing Loong Series,” 2017).

Some allies are also seeking foreign UAVs to avoid some of the operational conditions
that are imposed when purchasing U.S. systems. France, for example, is required to obtain the
consent of the United States to deploy its armed MQ-9 Reaper UAV systems and has expressed
interest in developing jointly with Germany, Italy, and Spain by 2025 an indigenous UAV pro-
gram to reduce reliance on U.S. and Israeli systems (Sayler et al., 2016; Cohen, 2017; Emmortt,
2015).! Current plans for the program include civil and military applications, such as persistent
surveillance and a strike capability (Pomerleau, 2015).

! The restrictions imposed on France (i.e., obtaining U.S. permission before deploying U.S.-made UAVs) are among the
reasons France and other nations are seeking alternative sources for UAVs, including indigenous sources.
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Table 4.1
U.S. Ally and Partner Nations with U.S. and Non-U.S. Large Unmanned Aerial Vehicle Systems

U.S. Ally or

Partner Nation U.S. UAV System Non-U.S. UAV System

Republic of Korea RQ-4 (ordered)

France MQ-9

Spain MQ-9 Flyox I12

Germany QO01, Heron TP (ordered)

Italy MQ-9 P.1HH HammerHead

Japan RQ-4 (ordered)

U.K. MQ-9

NATO RQ-4

India MQ-9 Guardian (ordered) Heron TP/XP (ordered), RustomP

Australia MQ-4C (ordered)

Israel Heron TP, Super Heron®, Hermes 900, Dominator®

Poland ILX-27

UAE Wing Loong I, P.1HH HammerHead (ordered), CH-4, United 40,
Hazim 15 A/B€, Yabhon Flash-20, Yabhon Smart Eye

Switzerland Centaur Hermes 900 (ordered)

Iraq CH-4

Jordan CH-4

SOURCE: SIPRI Arms Transfers Database, undated (a) (data queried July 17, 2017).
@Singular Aircraft makes the Flyox I.

b The Rustom is a product of the Defence Research and Development Organisation.
¢ The Super Heron is by IAl.

d Aeronautics Defense makes the Dominator.

€ ADCOM Systems makes the Hazim 15.

Allies’ and Partners’ Capabilities Enabled by Unmanned Aerial Vehicles

In general, U.S. ally and partner nations employ UAV systems for persistent ISR over land
and coastal areas in countries without effective antiaircraft capability. They also use kinetic
air-to-ground missions for national defense and global counterterrorism operations. The UK,
for example, is the oldest user of armed U.S. UAV systems and has flown thousands of tacti-
cal reconnaissance and combat missions in Iraq and Afghanistan, including close air support,
video support for surface operations, direct-fire support, interdiction, strategic attack, battle
damage assessment, and support for combat search-and-rescue operations (“United Kingdom:
Air Force,” 2017). National airspace restrictions do not allow current UAV systems to oper-
ate in the UK; however, the United States is set to deliver the certifiable Predator B UAV,
which meets UAV-airworthiness NATO Standardization Agreement (STANAG) 4671 to be
able to fly in the UK national airspace (Apthorp, 2017). Australia, Italy, and NATO have been
employing imported UAVs in Afghanistan. Australia has also flown them on a trial basis with
its Border Protection Command (see, for example, “IAl Heron,” 2017).
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India has incorporated UAVs in all three of its military branches and has employed UAVs
in regional conflicts—for example, by conducting reconnaissance in contested airspace along
the Line of Control in the Jammu and Kashmir region along the India—China border (“India:
Air Force,” 2017; “India Deploys US-Made Surveillance Drones Along LoC,” 2017). Iraq has
also been using its Chinese-made UAVs to execute counterterrorism reconnaissance and strike
operations against Islamic State of Iraq and Syria strongholds in Iraq, and the Jordanian Air
Force acquired armed Chinese UAVs to use in its intensified fight against Islamic State of Iraq
and Syria militants in Syria ("ALI'T/CASC CH-4 Series,” 2017).

Other countries, such as France and the UAE, employ their UAVs to support limited
coalition missions in Africa and the Middle East. France’s U.S. UAVs have been conducting
ISR and target acquisition and tracking in the United Nations Multidimensional Integrated
Stabilization Mission in Mali and kinetic strikes against militants in the Sahel-Sahara region
for Operation Barkhane (“France: Air Force,” 2017). Furthermore, the UAE has stationed its
Wing Loong UAVs in Saudi Arabia to support the Saudi-led coalition in Yemen, and in Libya
to support the Libyan National Army in its fight against Islamist militants (“United Arab
Emirates: Air Force,” 2017).

In the foreseeable future, U.S. allies and partners will likely strive to expand and improve
the capability of their UAV fleets. Proliferation and ongoing development trends indicate
increased interest in more-survivable, multimission, ISR, and combat platforms, capable of col-
lecting and intercepting communications and electronic signals, executing electronic attacks,
and employing electronic countermeasures, as well as precision bombing against ground and
maritime targets and air-to-air missile engagements. Switzerland and several European Union
nations, for example, have collaborated on an armed UAV technology demonstrator incorpo-
rating stealth (see, for example, Kreps, 2014).

An obvious advantage to allies and partners acquiring capable large UAVs is their ability
to use them in combined operations and alleviate U.S. requirements for UAV operations.

Unmanned Aerial Vehicles’ Interoperability Among Allies and Partners

It is important, if not critical, for U.S. and partners’ UAVs to be able to coordinate and operate
in common areas. This coordination requires some level of interoperability between U.S.- and
partner-owned UAVs. Maintaining situational awareness, enabling rapid deconfliction, allow-
ing desired sharing of command and control (C2) functions, and ensuring effective distribu-
tion of sensor and payload data between partners are all important goals that advance U.S.
national security interests (see Stohl, 2015, and Schulberg, 2014).

There are both technical and organizational challenges to enabling interoperability of
UAV missions between the United States and its partners (regardless of the size of the UAV).
For example, even if a foreign partner is operating a U.S.-manufactured UAV system, that
UAV might not be allowed to interface directly with U.S. ground control stations (GCSs) or
ISR distribution centers because of U.S. policies (independent of the MTCR).

There are advantages and disadvantages to interoperability that could follow from part-
ners acquiring U.S. or non-U.S. UAVs. There is the potential that interoperability benefits
could result from relaxing UAV export controls within the MTCR and allowing more allies
and partners of the United States to import large and technically advanced U.S.-made UAV
systems. Yet other challenges, discussed in the next section, could reduce these benefits.
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Levels of Interoperability

NATO STANAG 4586, which defines UAV interfaces (Marques, 2015), describes five levels
of UAV interoperability, as listed in Table 4.2. The lower levels of interoperability cover dis-
semination of sensor and payload data between partnered operators, while the higher levels
of interoperability relate to the sharing of C2 capabilities between operators. The technologi-
cal barriers to achieving any level of interoperability are significantly reduced or completely
removed if an ally acquires U.S. UAV systems; however, different standards for signal encryp-
tion or software requirements can remain (Mayer, 2017).

The State of U.S. Systems’ Interoperability with Allied, Partner, and Other Systems

The current level of interoperability between UAV systems operated by the United States and
those operated by its partners is low. No direct distribution of payload or sensor data is con-
ducted between foreign-operated UAVs and U.S. control or analysis stations. Although foreign
analysts can be physically located in U.S. analysis stations and, in some cases, distribute ISR
to their respective coalition forces (see, for example, “Distributed Common Ground System
[DCGS],” 2017), this is the current maximum extent of this type of interoperability between
the United States and its partners.

The low level of interoperability might be due to technical limitations or policy and pro-
tocol that govern the interactions between the United States and its partners. If the current
limitations are technological, allowing more exports of U.S.-manufactured UAV systems could
quickly increase the level of U.S. and ally interoperability. If policy choices and organizational
realities also limit the interactions between U.S. and foreign systems, allowing U.S. allies to
use U.S.-manufactured UAVs more extensively would not necessarily increase interoperability
without modifying policies to allow closer interactions.

Allied and Partner Systems

It is particularly important to consider interoperability between U.S. systems and UAVs
exported by U.S. allies and partners. Currently, even foreign-operated UAVs that were built
by U.S. manufacturers do not directly interface with U.S. control stations and Distributed
Common Ground System centers. There are organizational and security challenges to allow-
ing foreign-operated UAVs to interface with U.S. military infrastructure (e.g., potential cyber-
related threats) even with very few or no technical restrictions. Foreign allies’ and partners’
use of U.S.-made UAVs should facilitate the United States and its partners leveraging the data
because U.S. personnel understand the capabilities of the platform and its sensors.

Table 4.2

Levels of Interoperability of Unmanned Aerial Vehicles

Level Description

1 Indirect receipt or transmission of sensor product and associated metadata

2 Direct receipt of sensor product data and associated metadata from the UAV

3 Control and monitoring of the UAV payload, unless specified as monitor only

4 Control and monitoring of the UAV, unless specified as monitor only, less launch and recovery
5 Control and monitoring of UAV launch and recovery, unless specified as monitor only

SOURCE: Marques, 2015.
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Several standards, primarily from NATO, promote system architectures and practices
that enable interoperability between different allied UAV systems. The two most important
are the previously discussed NATO STANAG 4586, which provides standards for UAV con-
trol systems, and NATO STANAG 7085, which governs the data link for certain payloads
(NATO, 2004). Although the use of U.S.-manufactured products identical to those that the
U.S. armed forces use could lead to the highest-level and most-natural interoperability between
platforms, leveraging standards such as these creates other opportunities to enable interoper-
ability between U.S. systems and UAVs that are exported by U.S. allies.

For example, General Atomics and Lockheed Martin in the United States, as well as [Al
and Elbit in Israel, have publicly announced their compliance with NATO STANAG 4586
(General Atomics Aeronautical, undated [a]; Lockheed Martin, undated; IAI, undated [a];
Elbit Systems, undated [a]). Thales, a French company, provided a data link that conforms
to NATO STANAG 7085—a standard that is restricted to NATO members—to Israel for
flight-testing on an IAI Heron UAV (Carey, 2015). This demonstrates that Israel, a U.S. ally
and major UAV exporter, can create UAVs that comply with NATO interoperability techni-
cal standards. Meeting these standards, however, does not necessarily ensure interoperabil-
ity. Standards for C2 communication and data links are mature, but connecting the various
sources of information remains a largely unresolved challenge (Mayer, 2017).

Although Israeli UAV platforms have demonstrated some compliance with interoperabil-
ity standards, allies and partners using Israeli- or U.S.-manufactured UAVs cannot currently
interface directly with U.S. C2 and ISR distribution centers for UAVs. Increasing interoper-
ability between U.S. systems and UAVs flown by allies and partners might have a technical
advantage in terms of more-frequent use of U.S.-exported UAVs, but changes to policy and
organizational structure are also required.

Other Systems

Similar challenges exist when considering interoperability between U.S. UAVs and systems that
were designed and built by non—U.S. allies, such as China. There is significantly less public
information surrounding these systems, but there is no indication that Chinese exported sys-
tems are intended to comply with international standards, such as the NATO STANAG:s.
Policies governing the interfaces of systems designed and built by non—U.S. allies must also
consider additional risks in communication security resulting from relatively poor understand-
ing of the systems, as well as potential exploitation by opponents. There are likely much more—
substantial challenges to enabling interoperability between U.S. operational systems and UAVs
manufactured by non—U.S. allies, including technological barriers for interoperability and
potential cyberthreats introduced through these systems.

Currently, there is relatively little incentive for interoperability between U.S. systems and
UAVs that were built by non—U.S. allies. However, U.S. partners employ Chinese UAVs in
the same region in which the United States operates, which might change the incentives to
increase interoperability in the future. As an example, the Iraqi military has reportedly used
a combat-capable Chinese UAV during counterterrorism operations (Rawnsley, 2016). If Iraq
increases its use of foreign-made UAV systems and the United States continues to partner
closely with Iraqi forces in the region, achieving some level of interoperability between Iragi
and U.S. UAV systems might be needed; however, there would likely be some significant chal-
lenges to overcome before close interoperability with Chinese systems can be accomplished.
Nations that have purchased foreign-made UAVs currently operate in the same region as the
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United States does in conflicts in Yemen, Saudi Arabia (Blanchard, 2017), Libya, and other
areas, which creates risks to having multiple countries operating in the same theater with lim-
ited to no interoperability capabilities. Some of these issues could be addressed by allowing
select partners to purchase U.S. UAVs.

If China becomes a principal supplier of UAV technology to U.S. allies, the incentive to
incorporate these systems into the U.S. operational environment would undoubtedly increase.
There is an increased risk of greater Chinese UAV proliferation to allies if the United States
continues to limit the export of large UAVs. In the foreseeable future, however, there will likely
be significant technical, policy, and security (e.g., cyber-related) challenges to incorporating

Chinese and other nonally UAVs into a U.S.-led alliance.

The Outlook for Future Interoperability Between U.S.-Supplied Systems and Ally and
Partner Systems

As UAVs proliferate, there will likely be more incentives to increase interoperability between
foreign-operated UAVs and U.S. military systems and organizations. The export policy regard-
ing U.S. UAVs will affect what systems U.S. allies will be using and will likely influence the
future level of interoperability.

In the foreseeable future, U.S. coalition allies that operate in tandem with the U.S. mili-
tary will overwhelmingly be using UAVs built by the United States and its allies (such as the
U.S.-built MQ-9 and the Israeli-built IAI Heron TP-XP) rather than those exported by China
(such as the CH-5). An important question regarding future interoperability is whether the
increased export and use of U.S. UAV systems will result in more-effective interoperability
than continued reliance on Israeli or other allied UAV systems. It is, however, possible for ally-
built UAV systems to meet many of the technical interface requirements (e.g., STANAG) to
enable better interoperability with U.S.-built systems.

Probably, operational effects of increasing the use of U.S.-manufactured UAVs could be
realized in the future. Being able to leverage both U.S. and allied personnel, logistics, and
materiel in support of U.S.-made UAVs could further enhance the effectiveness of U.S. UAV
systems. This will be achieved much more easily if U.S. allies and partners are using UAVs
manufactured in the United States. Depending on the level of integration between U.S. and
coalition forces, greater ally and partner use of U.S.-manufactured systems could create a sig-
nificant advantage to the logistical support surrounding the maintenance and operation of
coalition UAV systems. On the other hand, if U.S. partners increase their use of UAVs made
by other nations, the logistical complexity to support the diverse array of UAV platforms in an
allied operation will increase.

As discussed earlier, there are both technical and protocol challenges to interoperability
between U.S.- and partner-operated systems. Currently, policy and organizational structures
limit the direct interface between foreign-operated UAVs and U.S. systems. This is the case
even when a U.S. company manufactured the foreign-operated UAV or the system is other-
wise technically capable of interfacing with U.S. systems. If U.S. UAV exports are intended
to increase the level of interoperability, it is essential to consider whether organizational and
policy challenges override perceived technical benefits. In the future, if organizational schemes
are put in place to enable UAV interoperability, increasing the export of large U.S. UAVs would
make it easier to achieve higher levels of interoperability.

With no direct C2 or sensor data-link communications between U.S.- and foreign-
operated systems, the current level of interoperability between U.S. and partnered UAV sys-
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tems is low. Although increased allied export and use of U.S.-manufactured UAVs might
increase interoperability by reducing technological barriers, there are other options to overcom-
ing this challenge (e.g., compliance with NATO STANAGs), and potential policy or organi-
zational challenges are likely more limiting than technical challenges. Achieving higher levels
of interoperability would require concurrent modifications to U.S. C2 and ISR organizations’
data ingestion and potential connectivity policies. Table 4.3 shows the most-significant poten-
tial advantages and challenges to increased use of U.S. UAVs, as well as the risks of allowing
non-U.S. UAVs to be increasingly used.

Conclusions and Implications

There are many advantages of allowing U.S. UAV manufacturers to sell UAVs to U.S. allies
and partners. UAVs are valuable assets in achieving a variety of strategic, operational, and tacti-
cal objectives, including ISR missions and kinetic-strike operations. Allies and partners would
therefore benefit from acquiring UAVs, regardless of whether they are made in the United
States. However, we assess that it would be more beneficial for the acquired UAVs to be U.S.
made because they would help combined operations by facilitating logistical support and data
distribution. Close coordination and the ability to share UAV operations load are important
for the United States to leverage UAVs in joint operations. This includes having the ability to
control air vehicles and their subsystems, as well as to ingest and integrate data. Tactical and
operational interoperability is critical. UAVs have become the predominant tactical collection
platform across all levels of command. This necessitates coordinating, sharing information to
and from, and integrating UAVs into theater operations (Office of the Secretary of Defense,
2005).

If more allies and partners begin to operate UAVs that are not interoperable with U.S.
systems, joint warfighting will likely become less effective. Overall, given proliferation and

Table 4.3
Advantages, Challenges, and Risks of Interoperability of Unmanned Aerial Vehicles

Increased Partner Use of U.S. UAVs Challenges in Increased Use of

Advantages Challenges Partner-Made UAVs Non-Partner-Made UAVs
Significantly reduced Additional policy and Dependence on Significant policy,
technological barriersto  organizational challenges international standards organizational, and security
direct ISR distribution to enable interconnectivity (e.g., NATO STANAGS) challenges, including
and high levels of to enable technological cyber-related risks, to
interoperability interoperability interconnectivity

Significantly reduced
technological barriers to C2
sharing, if desired

Leverage allied support

(e.g., logistical, materiel,
personnel) for U.S. UAV

systems

Increased understanding
of UAV platform and ISR
capabilities among partners

Additional policy and
organizational challenges
to interconnectivity

Complexity of logistical
support for diverse UAV
platforms

Risk that non—partner-made
systems become commonly
used by coalition partners

Necessity of greater
integration of non—partner-
made UAVs introducing new
security and organizational
risks

Complex logistical support
for diverse UAV platforms
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interoperability issues, we conclude that it is more beneficial to allow than prevent the sales of
category I UAVs to allies and partners. We determined that, although some risks are associated
with selling allies and partners U.S. UAVs and the technology inherent in them, there are sig-
nificant advantages related to the enhanced interoperability that these exports enable, as sum-
marized in the first column of Table 4.3.

Although interoperability with partner UAVs is problematic even when systems are U.S.
manufactured, the associated challenges are easier to resolve when the UAV is U.S. built. High
levels of interoperability are optimal, but work-arounds are currently in place to exercise C2
and integrate data streams of partner UAVs when interoperability is problematic. The U.S.
military is already doing this with U.S.-manufactured UAVs currently in use by the different
U.S. service branches.



CHAPTER FIVE

The Effect That the Strong Presumption of Denial Has on Exports
of Unmanned Aerial Vehicles

This chapter addresses the fourth request in Section 1276 of the 2017 NDAA: “an analysis of
the degree to which the United States has limited the proliferation of such aircraft as a result of
the application of a ‘strong presumption of denial’ for exports of such aircraft.”

In this chapter, we evaluate how much of an impact the MTCR has had on the export of
large UAVs.

The Effect of Missile Technology Control Regime Category | Restrictions on
U.S. Exports of Unmanned Aerial Vehicles

The MTCR is one of several control mechanisms to which U.S. export requests of certain mili-
tary, or dual-use, equipment are subjected. The MTCR is invoked when the request involves
UAV and cruise missile— or ballistic missile—related technologies and systems. Although the
MTCR has been, and continues to be, an influential export-control regime, some export deni-
als are caused by factors independent of the MTCR, such as UAS export policy.!

The MTCR establishes a strong presumption to deny transfers of category I UAVs “to
any destination beyond the Government’s jurisdiction or control.” Such transfers “will be
authorized only on rare occasions” and—among other requirements—with the supplier and
not just the recipient taking “all necessary steps to ensure that the item is put only to its stated
end use.”

I Chapter Two of this report notes the preponderance of foreign UAVs with range or payload limits just below the cat-

egory I restrictions.

2 See MTCR, undated (a), for the guidelines (rules) and annex (items to which the rules apply). The MTCR annex defines
category I UAVs as “complete unmanned aerial vehicle systems (including cruise missiles, target drones and reconnaissance
drones) capable of delivering at least a 500 kg ‘payload’ to a ‘range’ of at least 300 km.”

3 The MTCR guidelines set out these rules for category I transfers:

These Guidelines, including the attached Annex, form the basis for controlling transfers to any destination beyond the
Government’s jurisdiction or control of all delivery systems (other than manned aircraft) capable of delivering weapons of
mass destruction, and of equipment and technology relevant to missiles whose performance in terms of payload and range
exceeds stated parameters. . . . Particular restraint will be exercised in the consideration of Category I transfers regardless
of their purpose, and there will be a strong presumption to deny such transfers. . . . Until further notice, the transfer of
Category I production facilities will not be authorized. The transfer of other Category I items will be authorized only on
rare occasions and where the Government (A) obtains binding government-to-government undertakings embodying the
assurances from the recipient government called for in paragraph 5 of these Guidelines and (B) assumes responsibility for

taking all steps necessary to ensure that the item is put only to its stated end-use.

35
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Given that the United States retains the sovereign ability to export UAVs under the
MTCR, notwithstanding the strong presumption of denial, the United States has approved a
significant number of category I UAV exports—86 since 2006—all to allies that are also sig-
natories of the MTCR, as shown in Table 5.1. The table also shows that 22 more are expected
to be approved (given a favorable advisory opinion by the Department of State) for export to
India. However, approvals do not imply actual sales. As Table 5.1 indicates, Germany and
the Netherlands were approved for MQ-9 exports; however, they decided to not pursue these
purchases. Additionally, some sales turned out to be smaller than the full amounts approved.*

To fully assess the MTCR’s impact on U.S. exports, we also need to consider export
denials. All category I UAVs are required to go through the FMS process, which is typically
initiated by a letter of request or a pre—letter of request.” Denials are often handled by not

Table 5.1
U.S. Approvals of Exports of Category | Unmanned Aerial Vehicles

Year Importer Number System Approved Value, in Millions of Dollars

Congress notified

2006 UK 10 MQ-9

2008 Germany 5 MQ-9 02
2009 Italy 2 MQ-9 63
2013 Republic of Korea 4 RQ-4 1,200
2013 France 16 MQ-9 1,500
2015 Netherlands 4 MQ-9 02
2015 Spain 4 MQ-9 243
2015 Italy 2 MQ-9 weaponization 130
2015 Japan 3 RQ-4 1,200
2016 UK 26 MQ-9 1,000

Department of State approved but Congress not notified

2012 NATO 5 RQ-4 1,700
Favorable advisory opinion

2017 India 22 MQ-9B Guardian 2,000?b
In process

Australia 7 MQ-4C Triton

SOURCE: Defense Security Cooperation Agency, undated.
2 Germany and the Netherlands canceled their orders after approval.

P The approved value for India for 2017 is unknown until the State Department issues its advisory
opinion.

4 A U.S. manufacturer noted that the actual sales can be 25 to 50 percent less than the approved exported values.

> The UAS export policy requires that U.S. UAV sales go through FMS (U.S. Department of State, 2015). FMS requires
that the importing nation work with the U.S. Department of Defense to acquire a weapon system. An importing nation is
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responding to the request. We could not determine whether official records existed indicating
which or how many requests for exports were denied or not addressed (effectively rejecting the
request). However, industry representatives indicated that a large number of category I requests
go unanswered and that many requests are never initiated because the interested parties believe
that their requests will be rejected.

The Effect That Missile Technology Control Regime Category | Restrictions
Have on International Exports of Unmanned Aerial Vehicles

We assess, based on the findings summarized in Chapter Two, that the MTCR controls have
contributed to the current limited proliferation of category I systems. The United States, for
its part, has restricted the export of these systems to a small set of close allies, as indicated in
Table 5.1. Israel, although not a signatory of the MTCR, also abides by the category I restric-
tions and has been restrained in exporting these systems. Although Table 2.2 in Chapter Two
shows only one export of category I UAVs from the UAE and none from China, this is likely
due to a combination of two factors because they are not signatories of the MTCR. First,
China and the UAE have only recently developed category I UAVs for export, and second,
there is a lack of transparency in the export activities of these two nations, so we do not know
which nations might have placed orders for these systems. As we discussed in Chapter Two,
both China and the UAE are now not only marketing category I systems for export but also
offering coproduction by building factories for manufacturing large UAVs. Additionally, as
Table 2.2 indicates, the United States has been, by far, the largest exporter of category I UAVs,
potentially because of MTCR restrictions and technological and cost barriers associated with
developing these large systems.

The United States is no longer the sole manufacturer of category I UAVs, and others, espe-
cially non-MTCR nations, are now able and willing to export these systems. China, and poten-
tially the UAE in the future, are undermining the MTCR'’s effectiveness by not only marketing
and exporting large UAVs but also offering coproduction agreements for these vehicles. There-
fore, from a global and practical perspective, the MTCR’s effectiveness with category I UAV
nonproliferation is decaying, and we expect that proliferation will accelerate in the near future.

Other Considerations Regarding Missile Technology Control Regime Export
Restrictions on and Proliferation of Unmanned Aerial Vehicles

Rejecting a UAV export request, regardless of the reason, likely results in some response by the
requesting nation. Examples could include any of the following:

* Abandon the pursuit of large UAVs altogether; this will, of course, depend on the original
motivation for the request.
* Seck other foreign providers, potentially non—MTCR signatories.

not permitted to work directly with the U.S. company manufacturing the system. For a discussion of the FMS process, see
Security Assistance Management Manual, undated.
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* Attempt to purchase, from U.S. or foreign sources, slightly smaller UAVs that are below
the category I threshold but meet the purchaser’s mission needs.

* Develop an indigenous capability for manufacturing large UAVs. The purchasing nation
might also seek assistance from non—-MTCR signatories to develop this capability.

* Consider the lease of contractor-owned and -operated U.S. systems, although this
approach also triggers an MTCR review.

* Convert manned aircraft into unmanned. This approach would be appealing to a small
set of missions that do not require long endurance (e.g., delivery of munitions to target or
use to overwhelm air defenses).

 Obtain and operate large UAVs through an alliance in which the United States partici-
pates.

In most cases of denial (actual or presumed), we found that nations reacted by purchasing
large UAVs (category I or near—category I) from other sources, typically China. This course of
action applies to the UAE, Jordan, Saudi Arabia, and others. Some of the requesters that were
denied U.S. systems, such as the UAE and Saudi Arabia, pursued indigenous development
programs. Others might also have chosen to convert some military aircraft into unmanned
versions. The final option we provided in the list involves operating large UAVs through an alli-
ance (e.g., NATO is obtaining several Global Hawk UAVs, as indicated in Table 5.1).

An additional consideration is the evolving large commercial UAV market. Although it is
still in the early development phase, we assess, based on industry feedback and current reports,
that the use of category I-sized UAVs in future commercial applications (e.g., freight delivery)
is very likely. Commercial applications of large UAVs will likely further proliferate these sys-
tems. Integration of UAVs into unrestricted parts of the National Airspace System (NAS) will
need to be approved before this happens, but, as discussed in previous chapters, significant
progress is being made in that area. Another concern is the advent of OPA, as discussed earlier
in the report: Germany is codeveloping the QO01. Another application of OPA is to help reduce
the crew size in commercial airliners. Although completely eliminating the flight crew will be
technically achievable, a potentially more likely approach would be to reduce the number of
pilots needed to fly a commercial airliner to just one (Falk, 2017). This could require adding a
remote-piloting capability from the ground in case of emergencies (i.e., if the pilot is incapaci-
tated). The ground controller would be able to control and land the plane in these emergencies,
which effectively makes the aircraft an OPA.

Rejected Export Requests

As mentioned in the previous section, the United States can deny an export request simply
by not responding to the request. Also, the strong presumption of denial associated with cat-
egory I UAVs effectively inhibits non-MTCR nations from initiating export requests from the
United States. Nations that have been tacitly refused U.S. UAV purchase include Middle East-
ern countries that could have been denied for other reasons, such as the UAS export policy or
the policy of a qualitative military edge put in place to help Israel maintain military superior-
ity in the Middle East (Scarborough, 2015). However, some of the interested nations that have
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been denied export include MTCR signatories, such as New Zealand and Brazil, and nonsig-
natories, such as Indonesia and Nigeria.¢

Category Il Exports

The MTCR is relatively flexible with respect to category II exports.” A case-by-case review
of export applications is required (led by the Department of State), with the review examin-
ing proliferation and terrorism concerns. We note that the near—category I UAVs we previ-
ously introduced are category II under MTCR classification. There is a large and active export
market for category II systems. UAV manufacturers have modified category I UAVs by reduc-
ing their payload capacities to convert them into category II systems. As an example, General
Atomics has reduced the payload capacity for one system type below 500 kg and is marketing
the system as an XP (for export) version.

Current U.S. Commercial Exports

As of 2013, the Department of Commerce is responsible for approving all commercial UAV
exports. The number and value of approved category II commercial export applications has
grown rapidly, reaching $47 million in the first half of the 2017 calendar year (U.S. Depart-
ment of Commerce, 2017). However, there have been no category I export applications yet.

Summary

We assess that the MTCR’s strong presumption of denial associated with category I has contrib-
uted to limiting the proliferation of these systems in the past. The United States has exported a
significant number of category I UAVs to a small set of close allies, and most MTCR signatories
have so far refrained from developing these large vehicles. However, the environment is rapidly
changing as a capable global large-UAV industry is evolving. Non-MTCR nations, especially
China, have been widely exporting near—category I systems, and China not only has recently
been marketing a military category I UAV for export but is also building a manufacturing
facility in Saudi Arabia to coproduce large UAVs, potentially including the category I CH-5.
Other nations, such as the UAE and, to a lesser extent, Germany and potentially Italy, are also
starting to develop and export category I UAVs. The strict strong presumption of denial for cat-
egory I UAVs could hinder the development of future large U.S. commercial UAVs and might

inhibit U.S. companies from exporting these commercial-purposed systems in the future.

6 UAV industry representatives, discussions with the authors, Washington, D.C., July 26, 2017 (name withheld by
agreement).

7 A category 11 RPA is defined as having a range capability of at least 300 km but a payload capability below 500 kg. The
MTCR does not cover RPAs with range capabilities below 300 km unless they are intended for WMD delivery. Any rocket
or UAV intended for WMD delivery is treated at least as restrictively as category I.






CHAPTER SIX

Benefits and Risks of Limiting Exports of Unmanned Aerial
Vehicles

This chapter addresses the fifth request in Section 1276 of the 2017 NDAA: “an assessment of
the benefits and risks of continuing to limit exports of such aircraft.”

In this chapter, we evaluate the potential security, economic, and political consequences
of the United States maintaining the controls of category I UAV exports.!

Although the MTCR restrictions influence export decisions, they are only one of
many U.S. control mechanisms to which an export request is subjected—others include the
Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods
and Technologies, the policy of a qualitative military edge, and the recently established UAS
policy (Sharp, 2012). The latter is a new policy designed specifically for U.S.-made military and
commercial UAS. It governs the international sale, transfer, and subsequent use of U.S. UASs
and supplements and builds on the U.S. Conventional Arms Transfer Policy (U.S. Department
of State, 2015). Therefore, like any other weapon system (and related technology), category I
UAVs will be subjected to export-control considerations regardless of what MTCR restrictions
are in place.

To assess the relative benefits and risks of the United States continuing to limit exports of
UAVs, we identified evaluation parameters in three categories: security, economic, and politi-
cal considerations. In the sections that follow, we define the parameters and discuss how they
are affected by the category I export restrictions. A positive effect for a particular characteristic
implies a beneficial outcome to the United States, while a negative mark implies an undesired
consequence. A neutral assignment can result from either a no-effect assessment or from a
combination of equally positive and negative impacts. The order in which we present and dis-
cuss the different categories and factors does not imply priority. Although many readers would
consider security the most important category, we do not assign a priority level to any of the
factors we review. The assessments are qualitative and were performed by RAND subject-
matter experts using publicly available information and their expertise in the subject areas. The
narrative in the assessment offers an objective discussion that accounts for both the positive
and negative impacts of the United States limiting the export of category I UAVs. We have
high confidence in the discussions presented but admit that the summary assessment provided
for each factor is subject to variation depending on the specific circumstances a reader might be
considering. As an example, in the “Cost to U.S. Customers” section of this chapter, we assert
that the cost of manufacturing decreases as the number of units increases, and, because export

' This chapter addresses the impact of the MTCR export control of category 1 UAVs. We do not address the near—

category I subset because they are considered category II in the MTCR and are not subject to the strong presumption of
denial.
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controls generally limit the number of units manufactured, the cost to U.S. customers should
be higher. However, we assessed the impact as neutral because other factors that are difficult to
assess (e.g., manufacturer’s pricing strategy) need to be taken into account and are important.

Security Factors

A variety of security factors should be considered in an assessment of the benefits and risks
of continuing to limit exports of category I UAV systems. Assessing these security factors is
complex, especially because the United States has shown that MTCR restrictions on exports to
allies and partners do not always constrain it; if the United States does not provide a system to
an ally or partner, that nation can frequently obtain a similar capability from another foreign
manufacturer. The factors we examine in this section are as follows:

e threat to U.S. forces: whether the proliferation of UAV systems represents an increased
threat to U.S. forces and the impact of category I UAV export controls on that threat

* capability of allies: the effect that UAV proliferation and export controls have on the capa-
bilities of allies and partners

* interoperability: how the acquisition of UAV capability from U.S. or foreign producers
affects interoperability with allies and partners

* operational expertise: whether proliferation of UAV systems affects U.S. operational
expertise in employing UAVs

e protection of U.S. UAV technology: Limiting exports can affect the protection of sensi-
tive U.S. UAV technologies.

The Threat to U.S. Forces from Proliferation of Unmanned Aerial Vehicles

The growing proliferation of UAV systems represents an incremental increase in overall threat
to U.S. forces. UAVs provide adversaries with a relatively low-cost means of conducting long-
range surveillance of U.S. forces, especially during the preconflict phase, when UAVs can be
used to locate, track, target, and (if the UAVs are armed) potentially launch preemptive strikes
against U.S. ships, bases, or ground forces. Adversary employment of large UAVs is less of a
concern during conventional conflict, when U.S. air defense systems will likely provide effec-
tive protection against most UAVs, but increased employment of these systems will complicate
air defense efforts at a time when those defenses must now also deal with increased threats
from cruise missiles.

As discussed in Chapter Two of this report, indigenous development and sales of cat-
egory I (and sophisticated near—category I) UAV systems by and from foreign suppliers are
increasing despite (or perhaps because of) a restrictive U.S. export policy, almost ensuring that
U.S. forces will confront adversaries operating highly capable UAVs in any conflict or confron-
tation regardless of current or future export-control policy. Because of the recent availability of
advanced UAV systems from non-U.S. manufacturers, U.S. export-control policy now has only
a limited effect on the increasing threat from UAV proliferation (especially to potential U.S.
opponents, because the United States would not export these systems regardless of MTCR
restrictions). We therefore assess the effects that export control has on the threat to U.S. forces
to be neutral.
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The Capability of U.S. Allies and Partners

We judge that the export of U.S. category I UAV systems has increased the capability of U.S.
allies and partners, which directly benefits the United States. Several allies and partners have
employed their category I UAVs in support of counterterrorism operations in Afghanistan,
while others are acquiring systems to enhance their capabilities to conduct ISR operations in
critical areas, such as the Korean peninsula and the NATO area of operations (Ross, 2013;
“UK Drone Strike Stats,” 2017; Cole, 2016).

Export controls on category I UAVs have limited some allies’ and partners’ ability to
acquire U.S. systems, thus reducing their potential capabilities and coalition contributions.
Interviews with industry representatives and available data revealed that, although the United
States has exported category I UAVs to allies and some MTCR signatories, the approval process
can inhibit transactions, and partner nations that are not formal treaty allies or are outside of
the MTCR are generally precluded from purchasing category I U.S. systems (Brannen, 2015;
Berger, 2015). Thus, some potential partners cannot acquire U.S. systems that could be used
in coalition operations, or they are acquiring less capable and less interoperable systems from
other countries. We therefore assess the effects that export control has on the capabilities of
U.S. allies and partners to be negative.

Interoperability with U.S. Allies and Partners

Interoperability involves primarily the ability to integrate a UAV system into the C2 architec-
ture for safe and responsive operation of the system in a joint operating area and effective and
timely sharing of any information that the UAV collects across coalition networks. Because of
the different configurations of systems sold and variations in network architectures, interop-
erability with partner UAV systems is challenging whether the allies or partners operate U.S.
systems or systems provided by other countries. As discussed in Chapter Four, interoperability
is less problematic with U.S. systems, and it is much more likely that a U.S. system operated
by an ally or partner will achieve a higher level of interoperability with U.S. forces (and enable
future closer integration with U.S. systems) than systems from a foreign manufacturer will.2
We conclude that current export restrictions on category I UAVs have a somewhat negative
impact on interoperability between U.S. and allied forces.

Operational Expertise with Unmanned Aerial Vehicle Systems

Military planners, equipment operators, and manufacturers all benefit from the opportunity
to operate their systems. The operational experience they receive provides feedback on system
performance that is normally used to improve procedures and make modifications to plat-
forms and supporting architectures. Permitting wider exports of U.S. UAVs would increase the
amount of operational expertise available to the U.S. UAV community while precluding adver-
saries from acquiring comparable levels of operational experience when a country purchases
a U.S. system rather than one from an adversary nation. Additionally, allies and partners can
leverage UAV operational expertise resident in U.S. forces to improve their own operational
capabilities. We judge that current export restrictions have a somewhat negative effect on U.S.
and allied operational capabilities.

2 See Chapter Four for a more detailed discussion of interoperability.
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Protection of U.S. Unmanned Aerial Vehicle Technology

In general, increasing exports of any weapon system increases the risk that technology in that
system will be compromised either by the purchasing nation or a third party. According to
military subject-matter experts involved in U.S. security assistance programs, technology risk
can be a significant concern when providing UAV systems to some U.S. allies and partners.
Many nations do not apply the same level of operational security to their weapon systems as
the United States does, and sometimes they transfer these systems to third parties.? The lost
technology could be used to develop countermeasures against U.S. platforms or to enhance the
capabilities of another manufacturer’s systems. Logically, the risk of illicit technology transfer
will increase the more systems are sold and the greater the number of nations that acquire these
capabilities from the United States. However, we also note that the United States has exported
billions of dollars’ worth of advanced weapons in the past and has extensive experience in
limiting the loss of its weapon technologies. Thus, we conclude that current export control on
category I UAV systems reduces the risk of U.S. technology being compromised and therefore
assess it as positive.

Economic Factors

UAV export controls have a variety of economic impacts on U.S. industry. We evaluate these
impacts examining the following factors:

e global market share of category I UAVs: the U.S. fraction of total global sales

* cost to U.S. customers: the UAV unit price that U.S. customers would pay

* industrial base: the manufacturers, as well as suppliers and subcontractors involved in
developing, manufacturing, and supporting the UAV industry

* research and development (R&D): the financial investment allocated to UAV technology
R&D

* future opportunities: share of potential future commercial and civilian market opportu-
nities related to large-UAV applications.

Global Market Share of Category | Unmanned Aerial Vehicles

The United States is currently the largest exporter of category I UAVs; however, qualitative
information obtained from discussions with industry representatives indicates that U.S. indus-
try has lost a significant number of category I UAV export opportunities as a result of export-
control restrictions. Several countries that could not purchase U.S. systems turned to foreign
sources to fulfill their needs.* Although it is unclear what fraction of the export rejections
the MTCR caused, nations that have been denied UAV exports, such as Saudi Arabia, were
approved for other U.S. advanced weapon systems (Muralidharan, 2017). As discussed in
Chapter Two, foreign UAV manufacturers are in the process of developing category I systems

3 Foreign desk officer stationed at a U.S. embassy overseas, telephone communication with the author, September 6, 2017
(name withheld by agreement).

4 Industry representatives stated that Jordan, the UAE, and other countries indicated interest in U.S. category I systems
but ended up purchasing foreign systems after the United States did not respond to their repeated requests (UAV industry
representatives, interview with the authors, California, August 8, 2017b [name withheld by agreement]).
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or have already done so and are offering them for export. Therefore, the United States is losing
market share to those nations willing to bypass MTCR constraints and more easily approve the
export of category I UAVs to allies and partners to which the United States has opted not to sell
these systems. Given the available information, we assess that maintaining category I restric-
tions reduces the U.S. market share of global UAV sales and therefore assess it as negative.

Cost to U.S. Customers

Typical cost curves exhibit a unit price reduction as a larger number of a given product is
manufactured. This is especially true for very large numbers of units (e.g., many thousands),
at which point economies of scale apply. A generally accepted rule of thumb is that labor cost
associated with aircraft manufacturing is reduced by 10 to 15 percent as the number built is
doubled (Handy, 2013). Additionally, costs associated with nonrecurring expenses, such as
R&D investments and manufacturing tools, are spread among a larger number of units sold.
Thus, relaxing MTCR category [ restrictions might result in more of these UAVs being built,
which would likely reduce the average cost of a category I UAV system.

However, it is unclear whether a reduction in unit cost to manufacture UAVs would be
passed on to U.S. buyers. Actual prices that manufacturers charge for high-value products,
such as UAVs, involve complex considerations that go beyond just manufacturing costs and
are proprietary. In addition, although relaxing category I UAV export control would likely
result in more category I UAV exports, these purchases could replace some category II orders.
A nation might order fewer category II UAVs if it purchases some category I systems and thus
influence a manufacture’s overall sales and pricing of future systems. The opposite is also pos-
sible (i.e., maintaining the category I restrictions could, in some cases, motivate some nations
to purchase category II systems instead).

Overall, although we conclude that current export controls on UAVs can cause a higher
unit cost for U.S. customers, we cannot assess whether those cost savings would actually be
realized. Therefore, lacking supporting information, we assess this factor to be neutral.

Industrial Base

An increase in UAV manufacturing will help maintain and grow the UAV industrial base in
the United States. Conversely, a flat or decreased rate of manufacturing will likely result in the
eventual shrinking of the supporting industrial base. Although we are not aware of a compre-
hensive study evaluating the impact that export control has on the U.S. UAV industry, we can
examine a closely related issue: the impact that export control has on satellite manufacturers in
the U.S. space industry. The U.S. Department of Commerce recently completed a deep-dive
assessment evaluating the effects that export restrictions on space-related technologies and
products have on U.S. industry. It found that export controls had significant adverse effects
on the industry, ranging from lost sales opportunities to contributing to the development of a
capable and competitive foreign space industry (Botwin, 2014). We expect that export controls
will have similar, if not more extensive, effects on the UAV industry. Therefore, we assess that
current controls have a negative effect on the U.S. industrial base.

Future Opportunities

Determining future opportunities for a current product involves several uncertainties, includ-
ing continued need of the benefit that the product provides and the possible development of
disruptive or alternative technologies that might better fulfill user needs. However, we expect
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UAVs of all sizes to be more widely used, provide more services, and replace and augment
manned aircraft. Current studies predict continued growth in UAV spending, with an increase
of more than 40 percent over the next five years (2017-2022) (Federal Aviation Administra-
tion [FAA], undated, p. 65). In 2009, FAA created the Unmanned Aircraft Program Office to
integrate UAS into the NAS. FAA believes that the civil UAS markets will evolve and estimates
that roughly 7,500 commercial UASs would be viable five years after integration of UAVs into
the NAS (FAA, undated, p. 65). Companies in China and the UK have been planning and
working on cargo UAVs. Although the initial ones are advertised to not exceed the category I
threshold, they provide a clear path for larger, more-capable commercial cargo UAVs that
exceed the MTCR limits.

General Atomics has been actively developing systems to enable the integration of UAVs
into the NAS and is scheduled to deliver the certifiable Predator B to the UK in 2019 (Carey,
2017). It meets NATO and UK certification requirements and is expected to be able to fly in
civilian airspace (Carey, 2017). Other nations are considering the integration of UAVs into
their NASs, and initial tests flying civil UASs in unrestricted airspace have already taken place
in Europe (Antunes, 2016). U.S. industry representatives indicated that the current MTCR
export restrictions will be a serious impediment to an anticipated future commercial autono-
mous-freighter business. The MTCR also excludes codevelopment of category I UASs resulting
in potential opportunity losses in both commercial and military systems.

We assess that current export policy for category I systems has a negative impact on future
commercial and military opportunities. However, we cannot quantify the level of loss, so we
rate this factor as somewhat negative.

Research and Development

Sufficient R&D investments are needed to help maintain the lead position and future com-
petitiveness of U.S. industry. Export controls can have several consequences for R&D efforts,
potentially restricting investment for three reasons:

* R&D funding drops simply due to smaller budget availability. R&D expenditures are
typically based on a percentage of company product sales; smaller sales result in less fund-
ing for R&D.

» Companies and other organizations, such as universities, will invest less R&D into prod-
ucts they cannot export (Botwin, 2014, p. 36).

* 'The amount of R&D in which companies invest relates to the expected payback (i.e.,
market size for future products being considered). A smaller market—U.S. only—will
naturally result in smaller R&D investments.

The conclusions of the space study, from an R&D perspective, are consistent with the
feedback we received from UAV industry representatives. Thus, we conclude that export con-
trols could be reducing R&D investment.

5 For near-term systems, see Thomson, 2017, and “UK Team Working to Development Mid-Mass Logistics Drone,”
undated. For longer-term plans, see Lennane, 2015.
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Political and International Factors

Political and international factors must be considered when assessing the effects of category I
UAV export controls. The factors we examine in this section are as follows:

* partner relations: Providing category I UAVs affects the relationship with the importer
of those systems. Conversely, the rejection of the request can also affect that relationship.

* misuse of UAV systems: Nations acquiring UAVs can use them inconsistently with inter-
national law or U.S. values.

e arms control and MTCR implications: The United States exporting category I UAVs
affects arms-control agreements and the behavior of other MTCR signatories.

* international motivation to develop UAVs: Additional nations have incentive to develop
category I UAVs if category I MTCR controls are relaxed.

* global proliferation: Relaxing category I restrictions results in the spread of category I

UAVs throughout the world.

Partner Relations

As discussed in Chapter Five, the United States has approved export of a significant number of
these systems to allies and partners (mostly MTCR signatories); however, the process involved
in the acquisition is time-consuming and opaque and can result in unpredictable outcomes.
During discussions with industry representatives, it was noted that even close allies can have
their requests rejected.® Other U.S. partners, such as Jordan, were also denied U.S. systems,
sometimes driving them to acquire similar systems from foreign sources, such as China and, in
some cases, Israel (Page and Sonne, 2017).

Although partner relationships are multidimensional, involving many factors, denying
exports of category I UAVs can cause some frustration for the partner and drive it to pursue
indigenous production programs or establish relationships with other nations that will pro-
vide these systems for them (Page and Sonne, 2017). Other consequences of MTCR controls
include the implicit inability to partner with allies and others for joint development or manu-
facturing of category I systems. We conclude that current controls have a negative impact on
partner relationships because they can, in some cases, result in U.S. partners developing mili-
tary relationships with U.S. competitors.

Misuse of Unmanned Aerial Vehicle Systems
The international community is very concerned about the misuse of UAV systems. Potential
abuses include improper surveillance, covert strike operations, and violations of human rights,
such as extrajudicial killings (Kreps, 2014). The proliferation of UAV systems in the absence
of controls or specific global norms that address their use and misuse creates a perception that
suppliers are ignoring or even enabling the potential for abuse.

Partners that operate U.S. UAV systems offer both a risk and an opportunity in this area.
The risk is that the partner will misuse those systems, especially for lethal operations, opening
the United States to criticism for supplying the systems and promoting violations of human

©  An industry representative indicated that New Zealand requested a category I UAV and the U.S. government rejected
the request. However, further discussions with a U.S. government representative indicated that the export request is being
reconsidered.
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rights. On the other hand, U.S. weapon systems include end-use controls, and the United
States can sometimes attach additional conditions on use of systems as part of the export agree-
ment in an effort to prevent such misuse (Sayler et al., 2016).

Although most allies and partners would likely abide by U.S. end-user agreements, as
more countries operate more systems, the probability of misuse will increase. Moreover, many
smaller and foreign UAVs that are not subject to export controls can also perform undesired
activities—so export controls alone are insufficient in preventing misuse. Moreover, long-
endurance manned platforms that are optimized for ISR and irregular-warfare missions, such
as the U.S. MC-12 or Brazilian EMB 314, can also, in principle, be misused in similar ways.
Although we discuss misuse related to both nonlethal (e.g., surveillance operations) and lethal
(e.g., extrajudicial killings) use, the latter, of course, gets substantially more attention from the
public.

Looking at the totality of this factor, we assess that current restrictions on category I
exports somewhat decrease the potential for misuse of UAV systems and therefore assess them
as somewhat positive.

Implications of the Missile Technology Control Regime and Nonproliferation Agreements
MTCR signatories tend to follow the U.S. lead with regard to export control. If the United
States unilaterally relaxes its policy regarding the export of category I UAVs, other signatories
will likely follow suit. If the United States and other MTCR signatories choose to ignore or
circumvent provisions of the regime, or appear to do so, it would likely be detrimental to the
MTCR and could also have a negative effect on other multilateral nonproliferation agree-
ments. The reach of this effect is difficult to predict or even measure, but potential conse-
quences include the overall weakening of the MTCR. The MTCR has been successful in lim-
iting the proliferation of large missiles, and we expect that it would continue to be effective in
that arena independently of UAV policies.

We assess that maintaining the status quo with respect to U.S. export controls has a posi-
tive impact on the MTCR and other nonproliferation agreements.

International Motivation to Develop Unmanned Aerial Vehicles

Changing the export controls on category I UAVs is not likely to have a significant impact on
other countries” decisions to develop UAVs. Relaxing the MTCR restrictions will not directly
affect the non-MTCR nations that are already manufacturing category I UAVs. In theory,
states that are pursuing UAV development because they cannot buy U.S. systems could aban-
don those efforts if they could obtain U.S. UAVs. A nation with significant UAV develop-
ment and manufacturing capabilities will likely not give those up as a result of the United
States relaxing its export control. However, countries with only rudimentary capabilities might
decide to abandon their efforts and acquire U.S. systems instead. MTCR signatories currently
able to manufacture large UAVs might be motivated to export them if they believed that there
were a growing export market; however, they would also struggle to effectively compete with
capable and established exporters, such as Israel, the United States, and China. Overall, we
conclude that current MTCR restrictions have motivated foreign development of large UAVs.
Indeed, the increasing UAV development and manufacturing capabilities in China and other
nations can be partially attributed to U.S. export controls (Chuanren and Pocock, 2017).
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Global Proliferation

Proliferation of UAV systems has increased substantially in the past decade and is likely to
continue (FAA, undated, p. 65). Most of the recent proliferation has been of category II and
smaller systems; however, recent foreign marketing efforts to sell category I systems, as well
as the inspiration for some foreign companies to coproduce large UAVs, indicate that nations
with security requirements for category I systems and the resources to develop or acquire those
systems will do so. We assess that current MTCR controls have a minor effect on controlling
current and future proliferation, especially for nonsignatory nations. In the future, commercial
UAV applications, such as cargo transport, will likely evolve and increase the demand for large
UAVs—further motivating non-MTCR countries to increase their development and sales of
these vehicles.

If the UAV category I restrictions are relaxed, it could result in a faster global proliferation
of UAV systems with large payload capacity. Although allies and partners would have easier
access to U.S. systems, some MTCR signatories that have so far avoided developing or export-
ing these systems might be motivated to start doing so.

In addition to the fact that capable near—category I systems are widely proliferated, the
current willingness of non-MTCR nations to export category I UAVs (such as China openly
exporting the CH-5) or by misclassification (e.g., Wing Loong II), the MTCR’s effectiveness
in limiting global proliferation of these UAVs is being seriously compromised. Considering the
current and evolving UAV export market, we assess this factor to be neutral.

Summary of Our Assessments

We assessed the benefits and risks of limiting the export of category I UAVs (as requested by
the NDAA) by identifying the security, economic, and political factors that these export limits
could affect. We summarize these factors and their assessments in Table 6.1. The table pro-
vides an overall visual representation of our assessment and is supported by the discussions in
the chapter. The table shows that the MTCR'’s effects on security considerations are somewhat
negative. Although this might appear counterintuitive because tight export controls are limit-
ing U.S. systems from proliferating, U.S. allies and partners are being negatively affected while
the threat to U.S. and allied troops from foreign-made UAVs, mostly China, has increased. As

Table 6.1
Estimated Risks and Benefits of Continuing to Limit Exports of Category | Unmanned Aerial Vehicles

Somewhat Somewhat
Impact Positive Neutral Negative

Security Protection of U.S. Threat to U.S. Interoperability;
technology forces operational
expertise
Economic Cost to U.S. Future
customers opportunities
Political \aN@ QT Tel[[ETilest M  Misuse of UAVs Global International
proliferation motivation to

develop UAVs
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expected, the economic impact on the United States is negative because fewer sales are occur-
ring. The political results illustrated in the table would appear to be neutral. However, we
should also consider more closely the relative risk and consequence of each factor (e.g., “Partner
relationship” versus “Misuse of UAVs”) especially when assessing the political implications.

Looking across the assessments presented in the chapter, we conclude that the MTCR’s
effectiveness in controlling large UAVs has eroded for several reasons:

* A subset of category II systems, which we describe and label near—category I, are widely
proliferated. These systems have capabilities that are near those of category I systems but
with smaller payloads (between 300 and 500 kg).

* Several nations are now developing and openly marketing category I systems for sale to
both MTCR and non-MTCR nations.

* Non-MTCR nations with the capability to manufacture category I systems (e.g., China)
have also marketed these systems and, in one case, are building coproduction facilities to
produce them.



CHAPTER SEVEN
Summary and Conclusions

UAVs have proliferated and continue to proliferate on a global scale. Civil institutions, such
as the U.S. Department of Interior and FAA, are becoming prolific users of UAVs because of
their numerous advantages over manned systems (Association for Unmanned Vehicle Systems
International, 2017). Many foreign militaries now have some type of UAV and plan to further
expand their arsenals. Publicly available data show that near—category I UAVs have prolifer-
ated, as shown in Figure 2.6 in Chapter Two. And although category I systems have not prolif-
erated to the same extent, recent announcements indicate that nations that are motivated and
can afford to acquire them will likely be able to do so from foreign sources—primarily China
and the UAE in the near future.

Large UAVs are currently being used solely for military missions; however, future commer-
cial applications of large UAVs are starting to surface and are likely to grow. The UAV market
is expected to grow at a significant rate, from about $6 billion in 2015 to more than $12 billion
per year by 2025, and large aviation leasing companies are now including UAVs in their port-
folios (Stohl, 2015). UAV development barriers have limited the number of nations willing to
develop these systems. However, the information and data presented in the report point to an
acceleration in nations developing large UAVs indigenously or with foreign assistance.

Overall, we find that the current pervasiveness of near—category I UAVs and the apparent
future trend in the spread of category I systems lead us to conclude that a proliferation of large
UAVs is ongoing and accelerating (Chuter, 2017).

Findings and Assessments of Missile Technology Control Regime Effects

Our analysis suggests that the MTCR has had some effect on controlling the proliferation of
category I UAVs. The United States has limited the export of these vehicles to a small set of
allies, and most MTCR signatories have so far restrained from developing these large UAVs.
None, to our knowledge, has yet exported them to non—MTCR signatories. However, the
landscape has dramatically changed in recent years. Non-MTCR nations, primarily China
and, to a lesser extent, Israel, have exported large armed and unarmed near—category I UAVs.
These systems do not technically qualify as category I, but they have very similar attributes and
mission capabilities that are valuable to a large number of countries.

More significantly, China has recently openly marketed an armed category I system, the
CH-5, and has reached significant deals to comanufacture this system and others. China is
building a UAV factory in Saudi Arabia to develop up to 300 large UAVs, including possibly
the CH-5. This deal could be a prelude of things to come. Some non-MTCR nations have
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shown interest in building up their UAV capabilities and might either purchase these large
UAVs or decide to coproduce them with China’s help. These types of arrangements not only
increase military cooperation between the acquiring nation and China but also can influence
collaboration with the United States. Furthermore, some cracks appear to be forming within
MTCR signatories. Germany is codeveloping a category I OPA with Qatar, and Italy plans to
export a potentially category I system to the UAE.

Although there are no current commercial category I UAVs, a Chinese company is devel-
oping a large cargo-delivery UAV, while U.S. industry representatives indicate that “the MTCR
export restrictions will be a serious impediment to an anticipated future commercial autono-
mous freighter business” (Meredith and Kharpal, 2017).

Restricting large-UAV exports to allies and partners has several detrimental effects,
including further complicating interoperability capabilities between the United States and its
allies and partners in joint operations.

Although the MTCR has been, and continues to be, an effective tool to control the spread
of ballistic and cruise missiles, the availability of these vehicles from non-MTCR nations has
significantly eroded the MTCR's efficacy to limit the proliferation of large UAVs. Furthermore,
the strong presumption of denial associated with category I UAVs could be affecting current
U.S. industry plans and investments in future large commercial UAVs.

The report addresses the first five assessment areas posed in the NDAA:

1.  We provided a qualitative and quantitative assessment of the scope and scale of the pro-
liferation of RPAs that are category I items under the MTCR and showed that prolifera-
tion of these systems is accelerating. The assessment also included a subset of category 11
systems that we labeled as near—category 1.

2. We assessed that the threat posed to U.S. interests as a result of the proliferation of such
aircraft to adversaries varies depending on the conflict phase and the missions consid-
ered. We also noted that the near—category I systems can pose a threat to U.S. forces.

3. We assessed that the proliferation of the category I UAVs can improve the combat capa-
bilities of U.S. allies and partners. However, we noted that the import of U.S. UAV sys-
tems, instead of those manufactured by potential U.S. opponents, could improve future
interoperability with allies and partners.

4. We concluded that, although the United States has limited the proliferation of cat-
egory I UAVs as a result of the application of a strong presumption of denial for exports
of such aircraft, many of the nations denied these U.S. systems were able to acquire
them through other means, including imports from and coproduction with China.

5. 'This report provides an assessment of the benefits and risks of continuing to limit
exports of such aircraft by considering various security, economic, and political factors.

Open Questions, Future Analyses

The assessments provided in this report are based on published data and information, as well as
discussions with different government and industry representatives. We did not get the oppor-
tunity to meet with representatives of foreign nations that the U.S.-enforced MTCR export
controls affect. Such meetings would provide a direct assessment of the impacts and conse-
quences of UAV export restrictions.



Summary and Conclusions 53

We also avoided making recommendations about what actions the United States could
pursue to alleviate some of the negative impacts that the MTCR export control is causing.
Although we discussed some of these issues with both government and industry representa-
tives, such recommendations would require further analyses to assess their effectiveness and
potential unintended consequences. Another factor we did not pursue is the availability of
technologies to allow a country to build a category I UAV indigenously. The MTCR’s effec-
tiveness in preventing nations from acquiring category I components and indigenously build-
ing the aircraft is not clear and should be analyzed. Finally, a more in-depth analysis of the
implications that the MTCR category I has on the evolving commercial UAV industry would
provide a more comprehensive assessment of the potential risks that the category I restrictions
pose for the U.S. industrial base.






APPENDIX A

Assessment of Missile Technology Control Regime Category |
Restriction

This appendix discusses the potential UAV operational range limitations that a communica-
tion system causes. We also discuss a UAV’s range and payload capacity, along with the capaci-
ties’ effects on the MTCR restrictions.

The Extendibility of Unmanned Aerial Vehicles’ Range and Communication
Links

Range is one of two factors that determine whether the MTCR governs the exports of a given
UAV platform as a category I technology. Understanding how UAV producers and export
review committees define the range metric is important, as is assessing how the range restric-
tion applies to U.S. and foreign UAV exports. The MTCR considers the range to be the maxi-
mum one-way distance that the UAV system can travel in stable flight over the earth’s surface.
It is based on the maximum capabilities of the design and is independent of external factors,
such as operational restrictions or limitations imposed by telemetry or communication links
(MTCR, 2010, p. xxii).

The MTCR definition of range is critical because the ranges that UAV producers give
publicly have changed as technology has developed. More than 15 years ago, large UAVs with
an endurance of dozens of hours were often described as having a range of only several hundred
kilometers (e.g., Heron by IAI) (IAL, undated [a]) because of common operational limits in
the line-of-sight (LOS) radio communications, including the telemetry downlink and the C2
uplink. In recent years, however, other communication technologies have become increasingly
accessible to UAV manufacturers and exporters. Satellite communications (SATCOM) have
become inexpensive, reliable, and common in even moderately advanced UAV systems (Davis
et al., 2014).

Table A.1 shows the typical methods of C2 communication, approximate limits to opera-
tional range due to the communication package, and the difficulty of implementing that tech-
nology relative to implementing a single GCS LOS communication link. The values given in
the table are, by necessity, very simplified and do not necessarily consider every possible tech-
nology, tactic, or scenario.

Ground-based LOS refers to the typical radio-frequency communications between the
UAV platform and the primary GCS. This is the simplest communication scheme but also the
most limited in terms of tactical range. UAV antenna requirements are relatively minimal, and
no additional communication infrastructure is required.
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Table A.1
Communication Approaches for Unmanned Aerial Vehicles

Typical Range Limit,

Communication Method in Kilometers Ease of Development
Ground-based LOS 100-250 n/a
Grounded antenna relay 300 or greater Easy
Airborne antenna relay 300 or greater Moderate
SATCOM Unlimited Difficult (initially)
Full autonomy (no required communications) Unlimited Very difficult

NOTE: n/a = not applicable.

Grounded antenna relay indicates that one or more remote antennae receive and retrans-
mit C2 communications beyond the LOS of the primary GCS. Most major UAV platforms
(including exported Israeli platforms) have this as an option. It allows the extension of commu-
nication ranges without any modification to the UAV. However, it requires distributed com-
munication infrastructure to be placed around the operational theater.

Airborne relays play a similar role but benefit from better LOS by using supporting UAVs
close to the GCS as a platform for the antennae. Many major exported platforms have this as
an option. This technique can reduce the influence that moderate terrain has on the LOS com-
munication range. It allows the extension of communication ranges without any modification
to the primary UAV but requires additional airframes and more-complicated communication
equipment. The range extension for ground and airborne antenna relays depends on the com-
munication infrastructure in place (e.g., the number and distribution of antenna relays).

SATCOM relay communication information, potentially anywhere on the planet, via a
satellite relay. SATCOM have become inexpensive, reliable, and common among major UAV
platforms in recent years. By using existing communication satellite infrastructure, a UAV
can achieve effectively unlimited communication range. These methods are all common in
exported UAVs by major producers, including the United States, Israel, and China.

Currently developing technologies also include a significant level of autonomous capa-
bility. Full autonomy, which eliminates the need for constant human monitoring of the UAV,
could extend the range of reusable UAV platforms beyond any communication require-
ment. Although autonomous cruise missiles and loitering munitions are common (e.g., Elbit’s
Skystriker), this type of operation has generally been avoided in large reusable UAVs. In the
future, increased sophistication in autonomous systems could reduce the need for constant
communication between the GCS and UAV, and some analysts believe that this will also lead
to increased range of UAV systems (Elbit Systems, undated [b]; Foust, 2013).

Most exported UAVs now have multiple options to extend their operations beyond LOS
communications by using grounded antenna relays, airborne relays, and SATCOM. 'The previ-
ous limits to UAV ranges due to communication capabilities have largely been eliminated for
a traditional state military.
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Trading Unmanned Aerial Vehicle Range for Payload Capacity

Aircraft have a natural trade-off between range and payload. Several limiting factors contribute
to the maximum payload capacity, including structural load limits, takeoff weight restrictions,
and fuel consumption rate (a higher payload for a given aircraft requires higher fuel consump-
tion). Large UAVs are traditionally designed to operate with very long endurances, but there
is traditionally a trade-off between maximum endurance and useful payload capacity. For
example, although the MQ-9 has a maximum endurance (unloaded) of about 27 hours, it has
an endurance of only about 14 hours at maximum payload (General Atomics Aeronautical,
undated [b]; Wheeler, 2012). This is primarily because the maximum takeoff weight of the
MQ-9 (about 4,750 kg) does not allow both the maximum payload capacity (about 1,700 kg)
and the maximum fuel load (about 1,800 kg) (U.S. Air Force, 2015).

Generally, the specified maximum payload and maximum endurance cannot be achieved
in the same mission because the aircraft would be above the maximum takeoff weight. How-
ever, because of the long-endurance design intent of large UAVs, category I UAVs can generally
achieve their maximum specified payload capacities and still have ranges well above 300 km.

A possible approach to increasing the payload capacity beyond the advertised limit is
by reducing the UAV’s endurance or range. For UAVs that are classified as near—category |
in terms of capability (e.g., Wing Loong II or Heron TP-XP), the loaded fuel weight can be
reduced substantially while still achieving a range that is above 300 km. For example, the
MQ-9 (although already a category I) could achieve a range of 300 km with less than 100 kg
of fuel, compared with a fuel load of about 800 kg while carrying the maximum specified
payload. This leads to the danger that the payload can be increased in UAVs that have near—
category I capability limits to be well above 500 kg. The extent to which this is possible without
making major modifications to the UAV depends on other limitations, such as structural load
limits and the availability of payload mounting points.

There are good reasons to believe that certain UAVs exported by other countries as cate-
gory II items can achieve category I capabilities with minimal modification or by simply push-
ing a system beyond traditional aerospace engineering design safety factors. As an example,
China’s Wing Loong II (with a published payload capacity of 480 kg) could readily achieve a
category I mission via moderate reductions in fuel load (while still reaching 300 km in range).
Because payload mounting points are located near the center of gravity, adding payload will
not significantly affect flight stability characteristics, and the small increase in payload (less
than 50 kg) should be within the aircraft’s loading capability if judiciously applied.

A similar example of a category II system that can attain category I classification is the
Heron TP-XP. This is a version of IAI’s most capable UAV (the Heron TP), which has been
modified for export under the MTCR by reducing the published payload specification from
1,000 to 450 kg. The XP version of the Heron has long endurance, up to 40 hours, and we
estimate that the aircraft can easily exceed the 300-km range while trading more than 50 kg
of fuel for payload, which would make this UAV a category I system.

Additionally, the method used for converting the TP version to an XP version by reduc-
ing its useful payload capacity is unclear, but a review of the published specifications indicates
that both versions have the exact same capability outside the payload weight and space. It is not
clear how challenging it would be to reverse the modifications such that the platform would
be capable of achieving near the original 1,000 kg of payload. We note that both the Heron
TP-XP and Wing Loong II are considered near—category I for our study.






APPENDIX B

Export Data for Category | and Near-Category | Unmanned Aerial
Vehicles

This appendix provides a basic description of category I and near—category I systems, including
range and payload weight capacity. Tables B.1 and B.2 contain basic specifications of known
category I and near—category I systems. Some of the near—category I systems are significantly
less expensive than the larger category I, and we expect the lower cost to result in greater pro-
liferation of these vehicles.!

' The near—category I Chinese CH-4 UAV is estimated to cost less than half what its larger category I CH-5 counterpart
costs (see Chen, 2017; see also Chan, 2017).
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Table B.1
Category | Unmanned Aerial Vehicle Platforms
Country of Range, Payload, Endurance, Altitude,
Manufacture System in Kilometers in Kilograms in Hours in Feet
China Soar Dragon 7,000 650 10 59,055
CH-5 250-2,0002 1,200 39, 60P 7,000
Israel Heron TP 7,400 1,000 36 45,932
Spain FLYOX | 5,064 1,850 25 24,000
UAE Yabhon Smart Eye n/a 550 120 23,950
United 40 Block 1 n/a 1,000 120 22,966
United States X-47B 3,889 2,041 6 40,000
K-MAX 555 2,721 12 15,092
Orion 24,140 1,179 120 30,000
RQ-4A 22,224 907 35 60,000
RQ-4B 22,779 1,361 36 60,000
Predator C n/a 2,984 20 50,000
Predator B Reaper 8,519 1,746 32 50,000

SOURCES: “All the World's Aircraft,” undated; “Elbit Hermes 900 (Kochav) Medium Altitude,
Long Endurance (MALE) Unmanned Aerial Vehicle (UAV),” 2017; “Heron TP (Eitan) MALE UAV,”
undated; “Chang Hong-5 (CH-5) Combat and Reconnaissance Drone,” undated.

NOTE: Ranges are as advertised.
@ LOS data link and SATCOM data link.
b petrol engine and heavy fuel engine.
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Table B.2
Near-Category | Unmanned Aerial Vehicle Platforms
Country of Range, Payload, Endurance, Altitude,
Manufacture System in Kilometers? in Kilograms in Hours in Feet
China CH-4 4,000 345 40 22,960
Wing Loong Il 2,000 480 32 29,520
Israel Heron TP-XP n/a 450 30 45,000
Super Heron 1,000 450 45 30,000
Hermes 900 2,500 350 36 30,000
Dominator 300 376 20 n/a
India Rustom 300 350 24 35,000
Italy P.IHH HammerHead? 8,148 300P 16 45,000
Poland ILX-27 450 300 n/a 13,120
United States Centaur 1,296 363 24 27,500

SOURCES: “All the World’s Aircraft,” undated; Lappin, 2017; Piaggio Aerospace, undated;
Aeronautics, undated.

@ Ranges are as advertised; it is not always clear whether the range is consistent with the
maximum payload.

b HammerHead payload varies by source (the manufacturer does not provide maximum
payload) and could exceed 500 kg.
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